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XXV OmniSwitch CLI Reference Guide  September 2009



P PSIS NEHIO-AULN .o 43-12

1P ISIS PSNP-GULN ... 43-13
IP ISIS ISP-TITELIME ..o e 43-14
1P ISIS ISP-WRIT ...ttt e e s 43-15
1P SIS SPI-WAIL ...t 43-17
IP ISIS SUMMANY-A0AIESS ..e.veveeiieesiesieeeee st ee ettt sre e aresneenee e 43-19
T TS S 01 YZ=1 1 [0 T S 43-21
i iSiS OVErload-0n-DOO0L ........cccviiice e 43-23
IP SIS GraCefUl-TESIANt ........cocv i s 43-25
ip isis graceful-restart NEIPET ......cccvcveiciieec e 43-26
I SIS SYStEM-WAIT-TIME ..oiviiiiiicieie e e 43-27
ip isis strict-adjacency-CheCK ... 43-28
IP ISIS 1EVEl QUEN-TYPE .. 43-29
ip iSiS level hello-auth ... 43-31
IP ISIS 1eVEl CSNP-AULN ..viiice e 43-32
IP SIS 1eVel PSNP-AULN ..o 43-33
ip isis level Wide-metricS-0NnlY ..o 43-34
SNOW i ISIS AUJACENCY ...vvveiveeiieieiieeiieie sttt sttt seenne s 43-35
SNOW i SIS AALADASE ....vviveieieieeicieee e srenne s 43-38
SNOW i SIS NOSINAME ....viiiieecc et 43-43
SNOW 0 SIS FOULES ...vevviiiieciecie et e ettt sttt enaenrenne s 43-45
SNOW 1P SIS SPT e 43-47
SNOW P SIS SPF-100 .veviieiciicecc e 43-49
SNOW i SIS STALISTICS ...iiveiviivicicie e 43-51
SNOW B SIS STATUS ...ttt 43-54
SNOW i SIS SUMMANY-AAAIESS .....cuverviriirieieieie ettt 43-59
IP SIS INTEITACE .. e e 43-61
ID SIS INTEITACE SLALUS ...ovvvveieiii et 43-62
ip isis interface iNterface-tyPe .....cccoovieieieee s 43-63
ip isis interface CSNP-INEIVAL .......c.ccocviieieeeee s 43-64
ip isis interface hello-auth-type .....cccoviveeee e 43-65
ip isis interface level-capability ........c.cccoeveiiiiii i 43-67
ip isis interface Isp-pacing-interval ...........cccccoieiiviieii s 43-68
IP ISIS INEITACE PASSIVE ....vieiieiiieicstee e 43-70
ip isis interface retransmit-interval ... 43-71
ip isis interface default-type ... 43-72
ip isis interface level hello-auth-type ...t 43-73
ip isis interface level hello-interval ..., 43-75
ip isis interface level hello-MUItIPlEer ..., 43-76
ip isis interface 1eVel MELriC .......coovviiiiieccee s 43-77
i iSiS iNterface 1eVel PaSSIVE ......c.coveeieere e 43-79
ip isis interface IeVel Priority .......ccooviiiiriecee s 43-80
SNOW P SIS INTEITACE ...vvcveeieccc e 43-82
Clear ip iSIS AJACENCY ..vveiiieiee et 43-86
clear ip iSis ISP-database .........cccvviviiiieiiiiiece e 43-88
Clear ip iSIS SPF-10Q ..oueiuieeiiiee e 43-89
Clear ip ISIS STALISLICS ....oviiiiiieiie e 43-90
Chapter 44 BGP COMMANGS ..ot e e 44-1
IP 1080 DOP e e 44-6
1P DO SLALUS vttt 44-7
TN oL | RN o= T SRS 44-8

OmniSwitch CLI Reference Guide  September 2009 XXV



iD bGP AULONOMOUS-SYSIEM .....cviiiiciieiiciieee ettt 44-9

ip bgp bestpath as-path IGNOTIE .........cccov i 44-10
IP DOP CIUSTEI=K ... 44-12
ip bgp default 10Cal-preference ... 44-13
ip bgp fast-external-failoVer ... 44-15
ip bgp always-Compare-Med .........cocvviiiiririiieiere e 44-17
ip bgp bestpath med MiSSING-aS-WOISE .........cccvriiererierierese e 44-18
ip bgp client-to-client reflection ..o 44-19
ip bgp as-0rigin-iNterval ..o 44-21
ip bgp SYNCHrONIZAtioN ......ccvvivicircececc e 44-22
ip bgp confederation Identifier ..o 44-24
ip bgp Maximum-paths .........cccoveiiiiecc e 44-25
ip bgp 10g-neighbor-Changes ..o 44-26
IP DOP AMPENING .eiiiiieie e 44-27
ip bgp dampening CIEAI .......ccviiieiiice e 44-30
ID DgP agQregate-adaress ........ccooeiererereeeeiseeee e e 44-31
ip bgp aggregate-address STAtUS ........ccovvveeeiiieee e 44-33
ip bgp aggregate-adaress 8S-SEL .....vivivrivereereriere e e 44-35
ip bgp aggregate-address COMMUNILY ......c.ccevevverenesesesese e e 44-37
ip bgp aggregate-address local-preference ........cccocvvevvvrivvviieeieeisee e 44-39
ip bgp aggregate-address MELHIC .......vvvieeeeiciee e 44-41
ip bgp aggregate-address SUMMAry-0nlY ........c.ccccoovvvieiiniiin e 44-43
1D DGP NEIWOTK ..ttt reene s 44-45
ID DGP NEIWOIK STALUS ....c.veveiiiiiciecie sttt 44-47
ip bgp NEtWOrk COMMUNITY ..oviiiiiieiiicie e 44-49
ip bgp Network 10Cal-preference ... 44-50
ID DGP NEIWOIK METIIC ..ocviiiiiiiiiciece e 44-52
P DGP NEIGNDOT ..o 44-54
ID bGP NEIGNDOT STALUS .....ovieeiece e 44-55
ip bgp neighbor advertisement-interval ...........cccccoooviiiiii v 44-56
IP bGP NEIGNDOL CIEAN ......veieee e 44-57
ip bgp neighbor route-reflector-client ..., 44-59
ip bgp neighbor default-originate ...........ccoovevviieieieiere e 44-60
IP bgP NEIGNDON LIMEKS ... e 44-61
ip bgp neighbor conn-retry-interval ... 44-63
ip bgp NEIghDOr QUEO-TESTAIT ......coieiice e 44-65
ip bgp neighbor Maximum-prefiX ... 44-67
ip bgp NeighbOr MAS KEY ....oveiiiii e 44-69
ip bgp neighbor ebgp-Multinop ........ccocviiiii e 44-71
ip bgp Neighbor deSCriPtion ..........cocooi i 44-73
ip bgp neighbor NeXt-NOP-SEIT ......cooieceee s 44-74
iD bGP NEIGNDOr PASSIVE .....eiiiiicece e e 44-76
ip bgp NEIghDOr FEMOLE-8S .....evviecieciccce e 44-77
ip bgp Neighbor reMOVE-Private-as ........ccccccviieieriereicsese e 44-79
ip bgp neighbor soft-reconfiguration .............ccoceeviv i 44-80
ip bgp Neighbor StatS-CIEAr ........ccoiiiii e 44-82
ip bgp confederation NEIGNDON ..........coviiiiiii i 44-83
ip bgp Neighbor UPdAte-SOUICE ........cccoiiiiiiiiiie s 44-84
ip bgp neighbor in-aspathlist ..., 44-86
ip bgp neighbor in-commUNITYTISt .........coooiiiiii e 44-87
ip bgp neighbor iN-prefixXlist ... 44-88
ip bgp neighbor iN-prefixBlist ... 44-89

XXVi

OmniSwitch CLI Reference Guide  September 2009



ip bgp neighbor out-prefix6list ............ccccveveiiiieic e 44-90

ip bgp neighbor out-aspathlist ............ccoeieniiii i 44-91
ip bgp neighbor out-commuNItylist ... 44-92
ip bgp neighbor oUt-prefixXlist ... 44-93
ip bgp NEighDOr rOULE-MAP ....oovvieiecice e 44-94
ip bgp NeighbOor Clear SOTt ........occv i 44-96
ip bgp policy aspath-list ..........cccciiiiiiiii e 44-97
ip bgp policy aspath-list aCtioN .........cccccevveveieei e 44-100
ip bgp policy aspath-list Priority ........cccccviiiiiiiiece e 44-102
ip bgp policy commUNity-liSt ........ccoeieiiiiiieee e 44-104
ip bgp policy community-list aCtiON .........ccccceiiiiiiiiiccce e 44-106
ip bgp policy community-list MatCh-type ........cccccvviiiiiiiiicceecce e 44-108
ip bgp policy community-liSt PrIOFItY ......cccccceviieiiniieenec s 44-110
ip bgp Policy PrefiX-liSt ........ccoeiiiiiiiree s 44-112
ip bgp policy prefix-list aCtiON .........ccvieieiiieicie s 44-114
ip bgp POlicy PrefixX-liSt g8 ...occvvvieiiie e 44-115
ip bgp policy PrefixX-lSt 1 ..o 44-117
ip bgp policy Prefix6-liSt ........ccovviiiiiiiicce e 44-119
iD bGP POLICY FOULE-MAP ..oviviieiiecieciisie et 44-121
ip bgp policy route-map aCtiON .........cccviviieeiieeere e 44-123
ip bgp policy route-map aspath-list ...........ccoovviveieiiie e, 44-124
ip bgp policy route-map asprePend .........ccccvvveieiererece e 44-125
ip bgp policy route-map COMMUNILY ......ccccveviieieiieeece e 44-126
ip bgp policy route-map community-list ..., 44-128
ip bgp policy route-map CoMmMUNItY-MOUE .......ccceririririiieieeee e 44-129
ip bgp policy route-map IPref ..o 44-131
ip bgp policy route-map Ipref-mode ..o 44-132
ip bgp policy route-map MatCh-COMMUNILY ........ccccvvevririininieieeee e 44-134
ip bgp policy route-map MatCh-Mask ..........c.ccoceviviiiiieniiniiiieere e 44-136
ip bgp policy route-map MatCh-prefiX ... 44-137
ip bgp policy route-map MAtCh-rEUEXP ....cccvvverererererieiseeee e e se e sre e 44-138
ip bgp policy route-map MEA .......cccccvviviiiieeiee e 44-140
ip bgp policy route-map Med-MOde .......ccceviveiieiererere e 44-141
ip bgp policy route-map OFigiN ........ccceieiireieiie s 44-143
ip bgp policy route-map Prefix-list ... 44-145
ip bgp policy route-map WEIght ... 44-147
ip bgp policy route-map COMMUNITY-SEHP ...oooiereiiiirieiriee e 44-148
SNOW D DOP e 44-149
SNOW P DGP STALISTICS ...eveveieeiieiie e 44-152
ShOW ip DGP daMPENING ..ovvieeeiie e e 44-154
show ip bgp dampening-StatS ..........ccocviierierieiierereee e 44-156
SNOW IP DGP PN .o e 44-158
SNOW P DGP FOULES ..ottt 44-162
show ip bgp aggregate-adaress .......cccviveieriveiierererere e 44-164
SNOW iP DGP NEIWOTK ... 44-166
ShOW ip BGP NEIGNDOIS ... 44-168
show ip bgp neighbors POICY ........ccccoiiiiiiiiiii e, 44-173
show ip bgp Neighbors tIMEr ... 44-175
show ip bgp Neighbors STAtiSTICS .........cveiiriiiiieece e 44-177
show ip bgp policy aspath-liSt ... 44-182
show ip bgp policy commUNIty-liSt .......ccccveveiieriiiee e 44-184
show ip bgp POlicy PrefixX-list .......ccoveiiiieeee e 44-186

OmniSwitch CLI Reference Guide  September 2009 XXVii



show ip bgp policy prefix6-list ... 44-188

Show ip bgp POLICY FOULE-MAP ....ovieirieiieieise e 44-190
IP bOP GraCefUl-TESTArt .........cccooiieeieice e s 44-193
ip bgp graceful-restart restart-interval ...........ccocoooiniiiniinnineee 44-194
TPV DOP UNICAST ..vvcveeecie et nee e 44-195
ip bgp Neighbor aCtiVate-ipV6 .........cccvvvviiieiceee e 44-196
ip bgp Neighbor ipV6-NEXtNOP ......ccvcveiciece e 44-197
SNOW IPVE BP PALN ..o e 44-198
SNOW 1PV DIP FOULES ...ttt 44-203
PV BOP NEEWOTK ..voeeieciecece e 44-205
ipv6 bgp Network COMMUNILY ...cvoeeiiciecc e 44-206
ipv6 bgp network local-preference .........ccocvcveveicicicccc e, 44-208
IPV6 bgp NEtWOIK MELHIC ...oiviiiiieicec s 44-210
IPV6 DOP NEEWOTK STALUS ....veveeieiieieciee e 44-212
ShOW IPV6 DOP NEIWOIK ... 44-213
IPVE BGP NEIGNDOT ... 44-215
ipv6 bgp neighbor clear SOt ..o 44-217
ipv6 bgp neighbor soft-reconfiguration ............ccocvvevvieniniiieiereee e 44-218
ipv6 bgp neighbor in-prefixBlist ..........coovviviiiveeee e, 44-220
ipv6 bgp neighbor out-prefixXBlist ........cocvviviiiieeee e, 44-221
ipv6 bgp neighbor activate-ipV6 ........ccccvveviiiveeeee e 44-222
ipv6 bgp neighbor ipVB-NeXtNOP .......cccviviiieicieceee e 44-223
IPV6 bgp NEIghDOr SLATUS ....oveviiieciici e 44-224
ipv6 bgp NeighbOor reMOLE-AS ......cccoiieiiiiierec s 44-225
IPV6 bgp NEIGhDON tIMEIS ..o 44-226
ipv6 bgp neighbor maximum-prefixX ... 44-228
ipv6 bgp neighbor Next-hop-Self ... 44-230
ipv6 bgp neighbor conn-retry-interval ..........cccccocviviieniiiiiieeeeee e 44-231
ipv6 bgp neighbor default-originate ...........cocoveiieieiieninire e 44-232
ipV6 bgp Neighbor UPAAtE-SOUICE ......ccccvivreeiiieieieeee e 44-233
ipv6 bgp neighbor IpVA-NEXNOP ....ccccvcviieieeccccee e 44-234
ShOwW ipV6 bgp NEIGNDOLS ..o e 44-235
show ipv6 bgp Neighbors StatiStiCs ........cccveveverierieiirece e 44-240
show ipv6 bgp Neighbors tIMErs ... 44-245
show ipv6 bgp Neighbors POLICY .......cooiiiiiiii e 44-247
Chapter 45 PIM CommMUNAS .......oooiiiiiii b e e e 45-1
IP 1080 PIM ot n 45-3
ID PIM SPAISE STALUS ...eveviiieitiieiiiee sttt sttt se e sae et 45-5
IP PIM AENSE SLALUS ...veveeviiiieieeieee ettt e 45-6
1D PIM SSIM QIOUP w.vverveeeiiesiesiesieeteeeeieseeeesee e ste st stesseesesneeseeseeneeseesaessesaeseeseessenseans 45-7
ID PIM ENSE GIOUP wvveeeieiiieiieieeieeie oottt sttt e e see e sae e sresrestenreeneens 45-9
10N o1 LI 0] SRS 45-11
1D PIM SEALIC-TD oovveieiece et nrenns 45-13
[T o oI or= Tl [T b U= o ST 45-15
IP PIM IP-tAFESNOI ... 45-17
ip PIM KeePaliVE-PEIIOU ......ccveiviiiciece e e 45-18
ID PIM MAXTPS cvveieieiee sttt ettt e st e st et et e s beeseeseeseeneeseestentenreneas 45-20
IP PIM PrODE-TIME ..ooeiiciice e 45-22
ip PimM register ChECKSUM ..o 45-23
ip PimM register-supPresS-tiMEOUL .........ccoceiieriiieni et 45-24
1D PIM SPESTALUS ...ovveveeeeie ettt sre et e e 45-25
xxviii OmniSwitch CLI Reference Guide  September 2009



ip pim state-refresh-interval ..o 45-26

ip pim state-refresh-limit ... 45-27
ip Pim state-refreSh-ttl .......oooviie e 45-28
IP PIM INEEITACE ..o 45-29
ip pim neighbor-loss-notification-period ..........cccocvevvivininnienissee e 45-32
ip pim invalid-register-notification-period .........cccccooeveveiiiencsise e 45-33
ip pim invalid-joinprune-notification-period ............ccocveviviivnieiiierc e 45-34
ip pim rp-mapping-notification-period ...........ccccocvviviieivrinnn s 45-35
ip pim interface-election-notification-period ............ccccvevivvivniieiiiceie e, 45-36
SNOW 0P PIM SPAISE .viviiiitictictr et ettt st st te ettt e st e st estesbeetesteeneeeas 45-37
SNOW P PIM AENSE ..ottt s nne s 45-40
SNOW P PIM SSIM QFOUP .vvvievieiieiieierie ettt sttt te st sbesre et sreeneene s 45-42
SNOW iP PIM GENSE GIOUP ..eveverietiieiieie ettt nes 45-44
ShOW iP PIM NEIGNDOT ... 45-46
ShOW ip PIM CaNAITAE-TD ...vivveiieiecce e s 45-49
SNOW D PIM GrOUP-MAP ..evviveerierierieieie e sie e sieseesie e sreereete e eneeseeseeneesaesseseseennens 45-51
SNOW P PIM INEEITACE ..oviieieice e 45-53
SNOW 0P PIM SEALIC-TP .veviieiieeieee ettt seenne s 45-57
SNOW P PIM COSE oo 45-59
SNOW P PIM DS et 45-61
ShOW ip PIM NOLITICALIONS ...c.vcvveicccce s 45-63
SNOW P PIM GIOULE .ottt st srenne s 45-66
SNOW P PIM SOIOULE ...ovvivieieiiccieeie ettt sttt e sre st 45-70
IPVE PIM SPAISE STALUS ...cvvivviveerieiieieie et ste ettt sre st sr et anas 45-75
IPVE PIM AENSE SALUS ...eviviiiiieiiiieeiie ettt e 45-76
TPV PIM SSIM GIOUPD .ottt sttt sttt bbb bbb bbb be bt sbeene e e 45-77
PV PIM UENSE GIOUPD .veiviiiiiiitieiiiieeiee ettt sttt sttt se e bbb e 45-79
TPV PIM COST .ottt et nee e e 45-81
IPVE PIM STALIC-TP c.veeee ettt 45-83
IPVE PIM CANTIAALE-TP ...oveeeieieeee ettt sre e ene s 45-85
IPVE PIM FP-SWItCROVET ....viiiiiie et 45-87
IPVE PIM SPLSLALUS ..ovveveieiieiiesieee ettt ees 45-88
IPVE PIM INTEITACE ...cvveeieece e 45-89
SNOW IPVB PIM SPAISE ....eviieiiiteiietieie ettt st st sbe e 45-92
SNOW IPVB PIM GENSE ...ttt e 45-94
SNOW IPV6B PIM SSIM QIOUP ...ttt sttt sttt 45-96
SNOW IPV6 PIM UENSE GrOUP ..ecveerieiieniiierie ettt sttt sttt sresn 45-98
SNOW IPVE PIM INTEITACE ....oviieiiiiiiiiec e 45-100
ShOW IPV6 PIM NEIGNDOT ...oviiiiiii e 45-104
SNOW IPVE PIM STALIC-TP vvvveeeeiiecieeee e 45-108
SNOW IPVE PIM GrOUP-IMEP .o.veeveeieiiieeierieeeeeieeeeee e ettt neenee e s 45-110
ShOW ipV6 PIM CANCIAALE-TP ...vevveieieieeeeeieieee e e 45-112
SNOW IPVE PIM COSE v 45-114
SNOW TPV PIM BSE .o 45-116
SNOW IPVE PIM GrOULE ..o.vvieeecie et 45-118
SNOW IPVB PIM SOIOULE ....eouiiiiiiitiiec sttt bbb 45-122
Chapter 46 DVMRP COMMEANAS ..o 46-1
IP 1020 AVIMIP ettt 46-2
IP AVIMIP STALUS .vveviiiieiieie ettt ettt 46-3
ip dvmrp Flash-INterval ..........cccooiiiiii e 46-5
IP AVMIP Graft-tiMEOUL .......ocviiiie e 46-6

OmniSwitch CLI Reference Guide  September 2009 XXiX



IP AVIMIP INLEMTACE ..ovviieii e 46-7

ip dvMIP iNTErface MELFIC .ocvoviieicee e 46-8
ip dvmrp neighbor-iNterval ...........ccoeiiiieiiec e 46-9
ip dvmrp NeighbOr-tIMEBOUL .....c..oiiiiciie e 46-10
IP AVMIP Prune-lfetime ... s 46-11
ID AVMIP PrUNE-TIMEOUL .....ooveiiiiieiie et 46-12
IP AVMIP rePOrt-INTEIVAL .....c.ooiiiee e 46-13
ip dvmrp route-holddOWN .........coooieii i 46-14
IP AVMIP FOULE-TIMEOUL ..o 46-15
ip dvmrp subord-default ............coooveiiie 46-16
IP AVIMIP TUNNET oo 46-18
P AVMIP tUNNET T oo s 46-20
ip AvMIp debug-1EVEL ..o e 46-22
IP AVMIP AEDUG-TYPE oot 46-23
SNOW TP AVITIFD ettt 46-25
SNOW P AVIMIP INTEITACE ...vvcveceieieee e 46-28
ShOW ip AVMIP NEIGNDOT ....ovieeee s 46-30
SNOW P AVMIP NEXTNOP .oviieiciee e 46-32
SNOW P AVIMIFP PIUNE <.ttt sttt ste e enaenaenae s 46-34
SNOW P AVIMIFP FOULE ..ottt 46-36
SNOW iP AVIMIP TUNNEL <. 46-38
SNOW iP AVIMIP AEDUG ..o.vvviciiciece e 46-40
Chapter 47 Multicast Routing Commands ... 47-1
ID MIOULE-DOUNTAIY ...covcvieiiieie et 47-3
IPVB MIOULE-DOUNTAIY ....ovviiiiiieiiiee e 47-5
IPp Mroute iNterface ttl .........cooeieiiece e 47-6
iPV6 Mroute iNterface tl ..o 47-7
SNOW ip MIOULE-DOUNGAIY ....voiviieeeiieieiee e 47-8
ShOW iPV6 MIOULE-DOUNTAIY .....cveivievieeiieieieie e 47-10
SNOW 0D MIFOULE ..ttt ettt st nneeneeeas 47-12
SNOW TPV IMIOULE ....ocveeeiceieie ettt enaesaenae s 47-14
ShOW ip MIOUte INLEITACE ....voiveiei e 47-16
ShOW ipV6 MIroute INTErFACE ....cocvieieeeicieece e 47-18
ShOW ip MIOUtE-NEXTNOP ...oooviiieiei e 47-20
ShOW ipV6 MIroute-NEXINOP ...ccoiveiiiiici e 47-22
Chapter 48 Port Mirroring and Monitoring Commands .................ccocoiiiiinicicicnc e, 48-1
port Mirroring SOUrce deStiNation ...........cccoereiiiereisere e 48-2
(01018 0T o] 13 o USSR 48-5
POIt MONITOTING SOUICE ...vvitiiieieieieeteseeeste ettt sttt ene e sneseeneas 48-7
00 1T 0T (0] | 1T SRS 48-10
SNOW POIt MITTOFING STALUS ...vvevieieieieie e st nne s 48-11
ShOW POrt MONITOTING SLALUS ...vecvvieeeeieiriieieieie e nne s 48-14
show port Monitoring file ... 48-16
Chapter 49 RMON COMMANAS ...t bbb 49-1
L Te a0 (0] 1= SRS 49-2
SNOW FMON PrODES ...veviiviieciecie ettt sa et sb et s be e re st e ne e s 49-4
SNOW FIMON BVENES ...ttt bbbttt s b e 49-7

XXX OmniSwitch CLI Reference Guide ~ September 2009



Chapter 50 Health Monitoring Commands ................ocooiiiiiiiii e 50-1

health threSNOId ..o 50-2
health INTEIVAl ..........co o 50-4
health StAtISTICS FESEL .....eiueeeeicieee et 50-5
Show health threshold ... 50-6
Show health INterval ... 50-8
SNOW NEAIEN ... 50-9
SNOW NEAIth Al ..o 50-11
SNOW NEAItN SIICE ....vieiieec e 50-13
ShOW health fabriC .......coiiiiiii e 50-15
Chapter 51 SFIOW CommMANAS ..o 51-1
STIOW QQENT ..o 51-3
STIOW FECRIVET ..o e be e ans 51-4
STIOW SAMPIET . e 51-6
SFIOW POIIET ... e e 51-8
SNOW STIOW GGENT ... 51-10
SNOW STIOW FECRIVET .....viiiiiiite e 51-12
SNOW STIOW SAMPIEE ... 51-14
SNOW STIOW POLIEE ..o 51-16
Chapter 52 QOS COMMIANMS ...t bbb 52-1
o[0T PSP 52-3
(0[O LS R 0 0 10 ] £ TSRS 52-5
qos default SErvicing MOGE .........ccoviiiiiieeee s 52-7
QOS TOPWAIA 100 ..o.viveieicie e 52-9
QOS 10Q CONSOIE ..ttt ettt 52-10
GOS 10G TINES ...ttt 52-11
QOS 10G TBVEL ..o e 52-12
qos default bridged diSPOSITION ..........cccvviirieiiiiiee e 52-14
qos default routed diSPOSITION ......cccoviiiiiiceeee e 52-16
qos default multicast diSPOSItION ........cccoviiiiieriiee e 52-17
OS SEALS INTEIVAL ..eveiiicc e 52-18
OS NMS PIIOTILY ©evveererieiieiesiesie e s e e e s e et e e et seesrestesreeraereeneeneesseneenrennens 52-19
GOS PRONES .ttt et ens 52-21
o [0SR U LY=)o oo o ST URUPRORPRN 52-23
OS QUArANtINE MAC-GIOUPD ...vevveiveireireireaeaieeesessestestessessessessesseesesssesessessessessessens 52-26
gOS QUArANEINE PN .....ocvveiiiccce e 52-28
OS QUATANTINE PAGE ...veveereereereetesieiestestestesieeteeeeeestebeseesbesbesbesbeebeeseebesbensesbenaens 52-29
AEIOUG GOS .ttt bbbt 52-30
debug oS INTEINAL ......coeiiiiie e 52-32
(o To LSy 1=T: T gl oo 52-34
(0 [oESTR=To] o] Y OSSPSR 52-35
o [0SR (=AY o PSR UPR PP PRRPROPRPRN 52-36
QOS TIUSN e 52-37
0[S R =11 RS SUR PRSI 52-39
OS SEALS TESEL .veivveiiesteeiteetesiee sttt ste et e et e s be e sbe e seesreesbeesbeeaesteesbeesbeenaesteenreens 52-40
OS POITTESEL ...ieiiee ittt ettt b e nr e e nre e enre e ne e 52-41
0 [0S0 Lo 4 PRSP PR PRPRORPRN 52-42
OS POIE EFUSTEA ...ttt be bbbt sbe e 52-44
OS POIt SEIVICING MOUE ....oviiiieieite ettt b see e 52-46
gOS POrt g MINDW MAXDW .....oiviiiiiiieiiieiiieee e e 52-48

OmniSwitch CLI Reference Guide  September 2009 XXXi



qos port maximum egress-bandwidth .............ccccooce i 52-50

qos port maximum ingress-bandwidth ..o 52-52
Q0S POIt AefaUIt B02. 1P ..oveverieeeiieieere et 52-54
QO0S POt AETAUIT USCP evverieiiieieie et 52-56
qos port default classifiCation ..........c.ccooeiieiiiese e 52-58
] 010 1TY o 0 L3 oo o PSSR 52-60
SNOW (JOS QUEUE ...vveveeeeeieiestestestesiesseeseesaesaesaeseeseeseesaessessessesseassesseseessessessessessensens 52-62
SNOW (OS SHICE ...ttt ettt st re e e 52-65
] 1101V o T3 oo SRS 52-67
SNOW (OS CONTIG vovviviiiiitesie ettt re s 52-69
SNOW (OS SEALISTICS ...veviiviiriiieciece sttt ettt sre st 52-72
Chapter 53 QoS Policy Commands ............cocooiiiiiiii e 53-1
ACIMAN Lottt 53-5
POLICY TUIE <.ttt sttt se e e 53-6
policy Validity PEriOd .........ccoooiiiiiiec e 53-10
010 103 11 SRS 53-13
POLICY NEIWOIK QIOUP ...veeieeieeeieiiesie ettt 53-15
PONICY SEIVICE QIOUD ..voveeiiiieeesiesie st et esieesee ettt sre st e e neenee e neeseesne e 53-17
00 LoV 14T Vol | £ 10 O 53-19
[00] 1oV 1o T Ao [ o U« IS 53-21
00 LTV AN g oo (o U] o 53-23
010 LTV AR T=T Y ot USSR 53-25
POlICY SEIVICE PrOtOCOI ....ooveieiice et 53-28
POlICY SEIrVICE SOUICE tCP POIL ....ecveveciecieiie ettt 53-30
policy service destination tCP POIt ........ccvoeieirerieie et 53-32
POliCY SErvice SOUICE ULP POIT ....ovvieiieiiieieeriese et 53-34
policy service destination UdP POIt ........coereriiinieiere e 53-36
[070] 1oV Aol To 11 1 T o PSS 53-38
POlICY CONAILION SOUICE I .voveerieeieiesie ettt 53-43
policy CONAitioN SOUCE IPVB .....ovovveiieiiiiieieeeciee e 53-45
policy condition destination P ........ccccoivverieeiriieee e 53-47
policy condition destination IPVB .........ccccveveviieieieie e 53-49
policy condition MUILICAST IP ..ovevververeiiie e 53-51
policy condition source NEtWOrK group ......ccovevvevieiiveie s 53-53
policy condition destination NEtWork group .........cccocverreniiniencineee e 53-55
policy condition multicast NEtWOIrK group ........ccocecererieiiiinne e 53-57
policy condition SOUICE IP POIT .....ccveiiieriiiiieiiieee e 53-59
policy condition destination P POIT ........cceeeeiiieieii e 53-61
policy condition SOUICE tCP POIT ......ovververieriiiiiiieieie et 53-63
policy condition destination tCP POIt .......ceeverierereii e 53-65
policy condition SOUICE UP POIt .....ccvcviieierieiene e e 53-67
policy condition destination UdP POIT ......ccecverierierieiere e 53-69
policy condition EthEITYPE ......cc.eoveveie i 53-71
policy condition establiShed ...t 53-73
policy condition tCPFIAgS .....ooevviereie e 53-75
POLICY CONAIION SEIVICE ....viviiiiiiiieire e e 53-77
policy coNdition SEIVICE GIOUP .....coveeiuerieirieesiesieseeienie st 53-78
policy condition ICMPLYPE ...cvovviiiiiieiiiere et 53-80
policy condition ICMPCOTE ........coiiiiiiiie s 53-82
policy condition ip ProtOCOI .......ccoveiiiiiiiiicri e 53-84
PONICY CONAITION TPVE ..o 53-86
XXX OmniSwitch CLI Reference Guide  September 2009



POlICY CONAILION NN ..o s 53-88

policy condition FIOW-1aDEl ...........ccooieiiiie e 53-90
POLICY CONAITION TOS ...vcviiviieiiieeieie ettt ee e 53-92
POLICY CONAILION ASCP ..vviverviiiieeieie et 53-94
POlicy CONAItION SOUICE MAC ...vvevierieieieie e e sttt neenes 53-96
policy condition destination MAC ..........cvveiereriere e 53-98
policy condition SOUrCE MAC GIOUP ...vcvieeierierieriesieseesiesreseeseeseeeeseessesseseesseses 53-100
policy condition destination Mac groUp .....ccccceeeverevesesiese e 53-102
policy condition SOUCE VIAN ........ccccoviiiiii i 53-104
policy condition iNNEr SOUICE VIAN .......cccecviiiiiicicieece e 53-106
policy condition destination VIan ............cccccoviviiiciiicic s 53-108
policy CONAition 802.1P ....ooveveciiiiie et 53-110
policy condition INNEr 802.1P .....cvvveviiirieireisene e 53-112
policy CONAItiON SOUICE POI ....c.ooverieiiiierieieie et 53-114
policy condition destination POt .........cccoveirieieinienee e 53-116
policy condition SOUICE POt GrOUP .....ecvveveeeerierieriesiesee e e sieseeeeee e seeseeseesees 53-118
policy condition destination POrt GroUP ......cccevevereireeeeseeeeie e 53-120
POLICY CONAITION VIT ..o 53-122
[00] 103 YA 1o £ ] o SR 53-124
policy action diSPOSITION ........cvevireiicire s 53-127
PONICY ACHION SNAMEA ....c.eeeiiee e 53-129
PONICY ACLION PHIOFILY ..vvcviciieiiicie et 53-131
policy action maximum bandwidth ............ccccooviieiiici e, 53-133
policy action maximum depth ..o 53-135
POLICY CTION TOS ...ttt 53-137
PONICY CTION 802, 1P ..eoveiiiiieiee ettt 53-139
PONICY CTION ASCP .. bbb 53-141
POLICY ACLION MAP .eiieiieicicie ettt 53-143
policy action permanent gateWay i .......ocvevervrereeriererene e see e 53-145
policy action Port-disable ...........ccoocv i 53-147
POliCy action redireCt POIt .......ccvcveeeiiceree e e 53-149
policy action redireCt liNKagQg ......c.cevveveieriie s 53-151
POIICY ACtION NO-CACNE ......oviec s 53-153
POLICY ACLION MITTOT ...ovitiieiiicee bbb 53-154
SNOW POLICY CIAaSSITY ..o 53-156
show policy classify SOUCE POIT ......ccoiiiieiiiiiire e 53-159
show policy classify destination POIt .........ccooeveiieniene s 53-161
Show policy Classify SOUICE MAC .......ccvieirierieiere s e 53-163
show policy classify destination MaC ........cocevereiienininee e 53-165
show policy classify SOUrCe VIan ... 53-167
show policy classify destination VIan ..o 53-169
show policy classify source interface type ......cccccocvvevvieeieineiererce e 53-171
show policy classify destination interface type ........ccocceveiveverercnccsi s 53-173
Show Policy Classify 802.1D ..ooovviiiiiieseceee et 53-175
Show POolicy ClasSify SOUMCE IP .ioviveeeieiee e 53-176
show policy classify destination P ........ccooeireniiiiiin e 53-178
show policy classify MUItICASE I .....cccoeieiiiieiiee e 53-180
ShOW POLICY ClaSSITY T0S ....voiviiiiiiiiiieie e 53-182
ShOW POLICY ClaSSITY USCP ..ouveiveieieiiiesie e e 53-184
show policy classify ip ProtOCOl .........ccooeiiiiiiiii e 53-186
show policy classify SOUCE iP POt ......coevveerererere e 53-188
show policy classify destination ip POrt .......ccocoocvviviiinieeinieeieeee e 53-190

OmniSwitch CLI Reference Guide  September 2009 XXXl



Show policy NELWOIK groUD .....coveiviiieciececcee e 53-192

SNOW POLICY SEIVICE ..o.voviieiieiiciece e 53-194
ShOW POIICY SEIVICE QrOUP ..vvereeieieirieieiieie ettt 53-196
ShOW POLICY MAC GrOUP ..veviiveiiiciiiee et 53-198
SNOW POLICY PO GrOUPD .veveeeeiiiiesiieiieieee ettt sttt ee e 53-200
SNOW POLICY MAP GFOUP eeveeeeeerieeieeiesiesieeieeieeieeee e eeee st sae st sresresresreeneeneenee e s 53-202
SNOW POLICY ACHION ... 53-204
ShOW POLICY CONTILION ....ovieiicic e 53-207
ShOW aCtive POLICY TUIE ....cvvivecece e 53-210
SNOW POLICY TUIE .o 53-213
show policy validity Period ..........ccccoiiieiiiiiciesc e e 53-216
Show active POLICY LISt ....ccvviveiiii e 53-218
SNOW POLICY TIST ...t 53-220
Chapter 54 Policy Server Commands ... 54-1
POLICY SEIVET 10AG ....cveciiiieiciiciee ettt nas 54-2
POLICY SEIVET TIUSN ..o 54-3
010 LT ART=] YT PSSR 54-4
SNOW PONICY SEIVEL ..eiiiieiieeeeieieee ettt sttt sttt re s ene e es 54-6
SNOW POLICY SEIVEN TONQ ...vviieiiie et 54-8
ShOW POLICY SEIVEN SLALISLICS ...vviveivvierireeeieieie e 54-10
SNOW POLICY SEIVEF TUIES ....evecieiiecieeicie sttt nrenne s 54-12
SNOW POLICY SEIVEN BVENTS ....ecviiiiiiiciictecie ettt sttt sresne s 54-14
Chapter 55 IP Multicast Switching Commands ..., 55-1
ID MUILICASE STATUS ...ovveviieiiecie et 55-3
ip multicast flood-UNKNOWN .........ccoooiiiiiiie e 55-5
ip multicast qUErier-FOrWarding ..........ccocoeereneie i 55-7
IP MUITICAST VEISION ...ouiiviiiieicieceece ettt et 55-9
ID MUILICAST MAX-GIOUP ©o.viiveieieiiesie sttt e ee e seeste e stesreeresneaneenee e 55-11
I MUItICASE VIAN MAX-GIOUD ..evveierieiesiesie et ie et nees 55-13
I MUItICASE POIT MAX-QIOUD ..cvvevereeieiieriesiesiesie st eeeeeee et see st sre e e e enee e 55-15
ip multicast static-NEIGNDOT ........coov i 55-17
ID MUItICASE SEALIC-QUETTET ...cveeviieecie e 55-19
ID MUILICASE SEALIC-GIOUP .vovveveeiiee e 55-21
ip Multicast QUENY-INTEIVAL ..........cceeiiiiiie s 55-23
ip multicast last-member-query-interval ...........cccoceveieiiiiiies e 55-25
ip multicast query-response-interval ...........ccccoceeeveieni i 55-27
ip multicast unsolicited-report-interval ............cooovirinineinieee e 55-29
IP MUItICASE FOULEr-TIMEOUL ....oviiiiiiiieiiicie e 55-31
ID MUITICASE SOUMCE-TIMEBOUL ..ot 55-33
ID MUITICAST QUETYING .vvveivieeieiieieie sttt sttt st ne s enee e 55-35
ID MUILICASE FODUSINESS ...viviieeeiieiieiee et 55-37
ID MUItICASE SPOOTING ...veieiieiiiieiice e 55-39
ID MUILICASE ZAPPING «vevveveieieie ettt ne e e e 55-41
ID MUILICASE PrOXYING ©ovveveieieiese ettt sre e anesneenee e 55-43
ip Multicast helper-address ..........coeiviiieciccee s 55-45
IPVE MUILICASE STALUS ....veiviiieiieciice e 55-46
ipv6 multicast querier-Forwarding ..........ccooeveveeeiie i 55-48
IPVE MUITICAST VEISION ..o.viiiiiiiiciiiiieieiee ettt e 55-50
IPVE MUITICAST MAX-QIOUD .eeveviiiirieniisiisie sttt s sbe bt 55-52
IPV6 mMuIticast VIan MaX-group .........ccoceeeririniininie e 55-54
XXXV OmniSwitch CLI Reference Guide  September 2009



ipV6 multicast POrt MAaX-grOUD ......ccccveveereeisiraieriesiesie st sre e sre e e e 55-56

ipv6 multicast static-NeIGhDOr .........ccooiiiie e 55-58
IPV6 MUItICASt StAtIC-QUETTET ..oveiiieiciceee e 55-60
IPV6 MUItICaSt StAtIC-GrOUD ..ovevieeiieieecere e 55-62
IPV6 multicast QUErY-INTEIVAl ...........cooviiiiiiiiicec e 55-64
ipv6 multicast last-member-query-interval ............ccccoevieiinienieninin s 55-66
ipv6 multicast qUEry-response-iNterval ...........cccccevereierieiese s 55-68
ipv6 multicast unsolicited-report-interval ...........ccoccoovvivvininninsiscsee e 55-70
iPV6 multicast roUter-tiMEOUL ..........cceiiiere s s 55-72
iPV6 MuIticast SOUrCE-tIMEOUL .......ccccvivieeeeieicc e 55-74
IPVE MUILICAST QUEIYING ..viveevieiiice et 55-76
IPV6 MUILICASE FODUSENESS .....vvcvvciieiieieeie e 55-78
iPV6 MUItiCast SPOOTING ...coiviiiiieicee e 55-80
IPVE MUILICAST ZAPPING ..vviveeieeiieeeee e 55-82
IPVE MUILICAST PrOXYING .vovviveieiiieecce et 55-84
SNOW P MUITICAST ... 55-86
SNOW P MUILICASE POIT ..o 55-91
ShOW ip MUILICASE FOPWAI ........c.ooeiiiiieeccee e 55-94
Show ip MUIticast NEIGNDOT ........cov i 55-96
SNOW ip MUILICASE QUETTET ..ovveeieceice e 55-98
SNOW I[P MUILICASE GIOUP .vveveiieiie e 55-100
SNOW I[P MUILICASE SOUICE ...o.veviiieiiiciicie e 55-102
Show ip MUItICASE TUNNEL ....c.ooviieie e 55-104
SNOW IPVE MUILICASE ..o 55-106
SNOW IPV6 MUITICAST POIT ...c.eiiiieciiicce e 55-111
ShOW ipV6 MUILICAST FONWAID ......cceiviiiiiiiiiiece e 55-113
show ipv6 multicast NeighDOr .........ccoviiiiii e 55-115
SNOW iPV6 MUILICAST QUETTET ....oveeiiiciecieeieee e 55-117
SNOW iPV6 MUILICAST GIOUD ..oveeeiiiieiieceeieee et 55-119
SNOW IPVE MUILICAST SOUICE ....voveeeieiiiesieeiieiee et e 55-121
ShOW ipV6 MUILICASt tUNNEL ......ocveiicercece e 55-123
Chapter 56 IP Multicast VLAN Commands ..ot 56-1
A2 T o001V - o P 56-2
VIAN IPMVIAN CLAG .vovveecciee et 56-4
VIan ipPMVIAN QAATESS ....ocveiviiieiicece e e 56-6
vIan ipmvIan SENAEI-POIt ........ccciviieiiii e 56-8
VIan ipmvIan reCRIVEI-POIT .......coovciiiieireee e 56-10
ShOW VIaN IPMVIAN C-taG .oveeiiiiieiec e e 56-12
Show VIan ipmvIan @darESS .......cccvveriiiieirece e 56-13
show vian ipmvIan Port-CoNfig .......ccoveiieieieiere e 56-15
Show ipMVIaN POrt-CONFIQ ....oivieiiii e 56-17
Chapter 57 Server Load Balancing Commands ...............cocoooeiieii i 57-1
P SID AUMIN oo 57-2
I SID FESEt SLALISTICS ...evveiveiveiiicieee e 57-3
[TO S | I [V SO 57-4
ip sIb cluster admin SEALUS .........coeviiiiiiece e 57-6
ip sIb cluster PiNG PEIIOA .......ocvcviieieeee e 57-7
ip SIb cluster Ping tIMEOUL .......cvoiieiie e 57-9
i SID CIUSEEr PING FEFIES ...viviieiiieicc e e 57-11
IP SID CIUSEEr PrODE ..o s 57-12

OmniSwitch CLI Reference Guide  September 2009 XXXV



IP SID SEIVEr IP CIUSTEN ..o 57-13

ip Slb server ip CIUSEr Probe ..o 57-15
1P SID PIODE .o et 57-16
IP SID ProbE tIMEOUL .....ovviiiiieee e e 57-18
IP SID Probe PEriOd .......oieiececc s 57-20
IP SID PrODE POIT ... s 57-22
ID SID PrODE FELHES .ovviviceci e 57-24
ID SID PrODE USEINAME ...c.viieiec e e 57-26
iD SID Probe PasSWOId .........cooiviieieiiie s 57-27
P SID PrODE UMl ..o s 57-28
ID SID PrODE SLALUS ...c.voveeiiciecce e 57-29
IP SID ProbE SENG ... 57-30
IP SID PrODE EXPECL ... 57-31
SNOW I SID o 57-32
SNOW 1P SID CIUSTEIS . 57-34
SNOW 0D SID CIUSTET ..t 57-36
SNOW i SID CIUSEEN SEIVEF ... 57-39
SNOW 0D SID SEIVEIS . 57-42
SNOW 0P SID PrODES ... 57-44
Chapter 58 AAA COMMUNGS ... 58-1
888 TAATUS-SEIVET ... vttt sttt sttt b et b et b bbbt e b b 58-4
aaa radius agent Preferred ... 58-7
888 TACACST-SEIVEL ...eitititiitiete ettt e ettt st b e bt bttt e e e e b et et sbesbe st e nbeebe e e enes 58-8
T I (0 o =T T OSSPSR 58-10
888 ACE-SEIVEL CEAI ....vovieeiiiieieietee ettt eeas 58-13
aaa authentication vlan single-mode ..........cocoeveiiiineinece e 58-14
aaa authentication vlan multiple-mode ..o 58-16
AR VIAN NO .t 58-18
88 AVIAN ANS ..o 58-19
aaa avlan default dNCP ....ocoov v 58-20
888 AUENENTICALION .....oeiiiieiice e 58-21
aaa authentication default ... 58-24
238 aUthentication B02.1X .......ccoeireriiirieiree et 58-26
238 AUENENLICALION MAC .....iiviiitiiieiire bbb 58-28
283 aCCOUNEING B02.1X ..vvivveiiiiiiieiiesie st se ettt re st re st te e et esre st 58-30
283 aCCOUNLING VIAN ...eeiiiciici e 58-32
838 ACCOUNTING SESSION .viuviiiitiaieeieseeee st st sttt sttt se et st sbe b b besbeenee e 58-34
238 aCCOUNTING COMIMEANG .....oviiiiiieiitesieeeeee ettt sbena s 58-36
avlan default-traffic ... 58-38
avlan Port-DOUND ..o 58-40
AVIAN AUEN-TP 1o e 58-42
aaa avlan http [aNQUAGE .....oocviviiiieice e 58-44
U] PP RTTPR PR 58-45
[0 ST (o S 58-49
USETr PASSWOIU-SIZE MIN ....iiiiiieieiecie e nee s 58-51
USEr PASSWOFT-EXPIFALION ....c.evviiiiiiiiiite ettt 58-52
user password-policy cannot-contain-uUSername ..........ccoceoeerereeereieseseeseenenns 58-54
user password-policy MIN-UPPEICASE ......coverererereerieieniesiesieseeseeseesieseesresseeneenes 58-55
user password-policy MiN-IOWEICASE .........cccoiirrierirerie st 58-56
user password-policy MIN-Aigit ..........coccoeriiiiiiniie e 58-57
user password-policy min-noNalPha ........cccccooveiereiiiene s 58-58
XXXV OmniSwitch CLI Reference Guide  September 2009



USET PASSWOIT-NISTOTY ...ccviiiiiiiiiicieiie ettt 58-59

USEF PASSWOTT-MIN-B0E ...vervevereeririereeiiteseeeste st steseeseseesesteseesesseseeresseseeseseeseesesens 58-60
USET [OCKOUE-WINAOW ....ocvviiiiiieiiicc st 58-61
user 1ockoUt-threshold ............ccoiiiiiicc e 58-63
USEF 10CKOUE-AUIATION ...t 58-65
USEF 10CKOUL UNIOCK ... 58-67
T Y (o 011 (o [0 | OSSP 58-68
ENA-USEN PrOFIlE .ot 58-70
end-user Profile POrt-list ... 58-72
end-user profile VIAN-range ... 58-74
aaa USer-network-profile ... 58-76
aaa classification-rule Mac-adaress ..o e 58-78
aaa classification-rule mac-address-range ........c.ccoveevererereeienenereseeee e 58-80
aaa classification-rule ip-address ... 58-82
28a NIC SEIVEI-NAME .....iviiiiicciece ettt st te et saesre st 58-84
238 hiC allOWEH-NAME .....cviiiiiic s 58-86
BAA NIC e 58-88
288 NIC WED-0ENT-UNT ..o 58-90
2aa hiC CUSLOM=PrOXY-POIT ....ocveieieiee et 58-91
SNOW B8 SEIVET ...ttt sttt ettt b ettt b et 58-92
show aaa authentiCation VIAN ... 58-95
ShOW 28 aUENENTICALION ......coviiieiice s 58-97
show aaa authentication 802.1X .......ccccciiriireniiineee e 58-99
Show aaa authentiCation MAC .........c.coovierriiieise e 58-101
Show aaa acCoUNTING 802.1X ....ccueiviriiiiiiieeiinieie et e 58-102
Show aaa accounting VIAN ... e 58-103
SNOW 888 ACCOUNTING ...vevivetieiiiiieieieie et sttt sn e bbb e e 58-105
SNOW USET ..tttk b bbb e 58-107
SNOW USEI PASSWOIT-SIZE .....veiveieeieeeeieeesieeienieereeeesieieeeseestestesnestesnesseenesseeneeseees 58-111
Show user PassWOord-eXPIration ..........c.cccoverererienienene e e 58-112
ShOW USEr PaSSWOIA-POIICY ....cvicviieeeierieieieeee et 58-113
SNOW USET l0CKOUL-SEIEING ..e.vvivviieiiiiireirce e 58-115
SNOW AVIAN USEE ...ttt e 58-117
Show aaa avlan CoNfig .....cooviiiii e 58-119
Show aaa avlan auth-Ip ... 58-121
debug command-info ..o 58-123
debug end-User Profile ... 58-125
SNOW €Nd-USEr PrOTIIE .....oiviiieiiie e 58-127
show aaa user-network-profile ... 58-129
show aaa classification-rule ... 58-131
SNOW 888 NC ...t 58-133
SNOW 888 NIC NOSE ... 58-135
SNOW 888 NIC SEIVET ....eiiiieiiiiiite et bbb e 58-137
Show 288 hiC AlIOWED ........ccciiiiiiiec e 58-139
SNOW @88 PrIV NEXA ..veveieieiiecie et re e e 58-141
ShOW 288-0EVICE @ll-USEIS ......oiviiieieiecie et 58-144
show aaa-device SUPPIICANT-USEIS ........coiiiriiiiierie e 58-147
show aaa-device NON-SUPPHCANT-USELS .......coeiereieriinieniesiesee e 58-150
show aaa-device Captive-POrtal-USEIS ........ccoceoereienininisie e e 58-153

OmniSwitch CLI Reference Guide  September 2009 XXXVii



Chapter 59 802.1X COMMANMS ... e 59-1

307200 SOOI 59-2
B02.IX INITIALIZE .eveeeeieeeee ettt 59-5
802.1X re-aULNENTICAIE ...iiveviiverieecieee e e 59-6
802.1X SUPP-POIIING TELIY ..veeeeieiceieese et 59-7
802.1x supplicant policy authentication ............cccccoveverenenieniene e 59-9
802.1x non-supplicant policy authentication ............c.ccocevevvivnivnivcinnieererce s 59-12
802.1X NON-SUPPHCANT POLICY .ovvevveeieie e 59-15
802.1X POlicy defaUlt .........cccvieiecice e 59-17
802.1x captive-portal policy authentication ..............cccocevievieirnin s 59-19
802.1x captive-portal SESSION-IMIt .......ccccocvveiiiieie e 59-21
802.1x captive-portal retry-COUNt ..........ccciviieiieieie e 59-23
802.1x captive-portal addreSS .........ccoevvereirese et 59-25
802.1x captive-portal proxXy-Server-url ... 59-26
802.1X QUN-SEIVEr-QOWN .....cuiieiiiiiieieeieiee ettt s 59-27
802.1x auth-server-down POLICY ......ccccovieiiresiereseeeee e 59-28
802.1x auth-server-down re-authperiod ..........ccccecveeieieienene e 59-29
SNOW B02.1X .ttt 59-30
SNOW B02.1X USEFS ...eevereeiitenieiesteiete sttt sttt ettt sttt sttt b e 59-33
SNOW 802.1X SEALISICS ....vcveiveiiiiiteieierie e 59-35
show 802.1x device classification POLICIES .......ccccvivvviiiiivvineiseceere e 59-37
show 802.1X NON-SUPPHICANT .......ccveiviiiiieececeee e 59-39
ShOW 802.1X aUN-SEIVEr-QOWN ........coiiuiiiiiiiiee et 59-41
show 802.1x captive-portal configuration ...........ccoccoverieiiinineine e 59-44
Chapter 60 Switch Logging Commands ... 60-1
SWIOQ .ttt ettt h ettt ettt neens 60-2
SWI0G SWIOG-TACTIILY -0 ....voviieeieicie e 60-3
SWIOQ APPIA TEVEL ...t 60-5
swlog remote COMMANA-10Q .....ooevviirieieieieee e 60-8

1V (oo 111 o1 | PSSR 60-9
swlog output flash file-SIZe .........ccevviiiii e 60-11

1T oo ol =T T SRS 60-12

] L0 LTV [T TS o o PSSR 60-13
SNOW SWIOQ <.ttt nne 60-16
Chapter 61 Network Security Commands ... 61-1
Qe = Tol 0| (o]0 o I o0 A USSP 61-2
NESEC GrOUP ANOMAIY ...oiviiiiiieiiieie ittt sttt see e enas 61-4
SNOW NELSEC SUMIMEIY ....vcvivirieieiteieierie sttt sttt se st e et seere st e e e seenens 61-7
SNOW NELSEC traffiC ..ovviveeieeiiieice s 61-10
SNOW NELSEC SLALISTICS .....viveveeiieiiteieteree e 61-13
SNOW NEESEC CONTIQ .vvivvieieiieiieiee et 61-16
SNOW NELSEC OPEIALION ....ivieeieiieeieiieiee ettt sttt sreenee e 61-18
SNOW NELSEC GrOUP POIE .vvvierieireeesie ettt re et e sttt sre e ne e eneeneas 61-21
Appendix A Software License and Copyright Statements ..................ccocooiiiiiiiiins A-23
Alcatel-Lucent License AQreEMENT .......c.coeiveiereieie e se st A-23
ALCATEL-LUCENT SOFTWARE LICENSE AGREEMENT ......cccccooviiiiinnne A-23
Third Party Licenses and NOLICES .......ccccceiiiiieeiieiciere e A-26
A. Booting and Debugging Non-Proprietary SOftware ..........ccccoeevvceniiviinnnnnns A-26

XXXViii OmniSwitch CLI Reference Guide  September 2009



B. The OpenLDAP Public License: Version 2.8, 17 August 2003 ............ccceeene A-26
€. LINUX ottt bbbttt b e b b re ettt re e e A-27
D. GNU GENERAL PUBLIC LICENSE: Version 2, June 1991 ...........cccceevenie A-27
E. University of California ..o A-32
F. Carnegie-Mellon UNIVEISILY .....c.ccoovivriieieiieieiesese e A-32
LT -V o [o] X oSSR A-32
H. ADPPLTUAE, INC. oot ene s A-33
Lo AQEANAL ...t A-33
J. RSA SECUMLY INC. ooiviiieciece st A-33
K. SUun MiCrosystems, INC. ......coccviiiieiiiec e A-34
L. Wind RIVer SYStems, INC. .....cccveiieiiiieie st A-34
M. Network Time Protocol VErsion 4 ..........cccccvvveieiiiieieeiese e A-34
N. REMOTE-N c.veviiiiciececiee ettt s b e s st e s beere et et e e e sbe e A-35
O. GNU ZIP ittt sttt b eae e A-35
P. FREESCALE SEMICONDUCTOR SOFTWARE LICENSE

AGREEMENT ..ottt nee s A-35
Q. B0OSt CH+ LIDIariES ..oovveiieieiie ettt A-36
L U T o] PRSP A-36
ST 10 - T S A-36
T. Internet ProtoCol VErSioN 6 ..........ccveveiieiinnieiecieseeeeee e A-36
U. CURSES ... oottt a e et e A-37
V4 oo - 1 SRS A-37
W. B0OSt SOFtWAre LICENSE ....cvvciiiieeiciciieee et A-37
K. OPENLDARP .. bbb e A-37
Y. BITIMAP.C .ottt et sre e A-38
Z. UNIVErSITY OF TOMONTO ..c.voiiiiiiiieiie ettt e A-38
AAFIEe/OPENBSD ...ttt bbb A-38

CLI Quick Reference

OmniSwitch CLI Reference Guide  September 2009 XXXIX



x|

OmniSwitch CLI Reference Guide

September 2009



About This Guide

This OmniSwitch CLI Reference Guide is a comprehensive resource to all Command Line Interface (CLI)
commands available on the OmniSwitch 6400 Series, OmniSwitch 6850 Series, OmniSwitch 6855 Series,
OmniSwitch 9000 Series, and OmniSwitch 9000E Series switches.

Supported Platforms

This information in this guide applies to the following products:

e OmniSwitch 9000 Series (9600, 9700, and 9800 switches)

OmniSwitch 9000E Series (9700E and 9800E switches)

OmniSwitch 6400 Series

OmniSwitch 6850 Series

OmniSwitch 6855 Series

Note. This OmniSwitch CLI Reference Guide covers Release 6.4.2, which is supported on the OmniSwitch
6400 Series, OmniSwitch 6850 Series, OmniSwitch 6855 Series, OmniSwitch 9000 Series, and
OmniSwitch 9000E Series switches.

Unsupported Platforms

The information in this guide does not apply to the following products:
e OmniSwitch (original version with no numeric model name)

e OmniSwitch 6600 Family

e  OmniSwitch 6800 Family

®  OmniSwitch 7700/7800

e  OmniSwitch 8800

® Omni Switch/Router

e OmniStack

e OmniAccess
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Who Should Read this Manual? About This Guide

Who Should Read this Manual?

The audience for this user guide is network administrators and IT support personnel who need to config-
ure, maintain, and monitor switches and routers in a live network. Anyone wishing to gain knowledge on
the details of all CLI commands available on the OmniSwitch will benefit from the material in this refer-
ence guide. However, advanced users who have already familiarized themselves with the OmniSwitch CLI
commands will benefit most from the detailed content in this guide.

When Should | Read this Manual?

Read this guide whenever you want detailed information on individual CLI commands. Although this
guide provides helpful information during any stage of the configuration process, it is a good idea to first
familiarize yourself with the software features available on the switch before investigating the detailed
command information in this guide.

Overview information, procedures, and live network examples on switch software features may be found
in the OmniSwitch CLI Reference Guide, OmniSwitch AOS Release 6 Network Configuration Guide, and
the OmniSwitch AOS Release 6 Advanced Routing Configuration Guide. Once you are familiar with the
procedures and base CLI commands in these configuration guides you can obtain more detailed informa-
tion on the individual commands in this guide.

What is in this Manual?

This reference guide includes information on every CLI command available in the switch. Command
reference information is included for base software commands as well as commands associated with
optional software packages, such as Advanced Routing (multicast routing protocols and OSPF). The infor-
mation provided for each CLI command includes:

e Command description.

* Syntax.

e Description of all keywords and variables included in the syntax.

o Default values.

e Usage guidelines, which include tips on when and how to use the command.

e Examples of command lines using the command.

e Related commands with descriptions.

¢ Release history, which indicates the release when the command was introduced.

e SNMP information, such as the MIB files related to a set of CLI commands. In addition each CLI
command includes the corresponding MIB variables that map to all parameters included in a command.
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What is Not in this Manual?

Primarily a reference, this guide does not provide step-by-step instructions on how to set up particular
features on the switch. It also does not provide overview or application examples on software features. For
comprehensive information on how to configure particular software features in the switch, consult the
appropriate configuration guide.

This guide also does not provide any information on the network management applications, WebView and
OmniVista. Further information on WebView and OmniVista can be found in the context-sensitive on-line
help available with those applications.

How is the Information Organized?
Each chapter in this guide includes reference material for all commands related to a single software

feature, such as server load balancing or link aggregation. Typically commands in a single chapter will
share a common prefix.

Text Conventions

The following table contains text conventions and usage guidelines for CLI commands as they are
documented in this guide.

bold text Indicates basic command and keyword syntax.
Example: show snmp station
italicized text Indicates user-specific information such as IP addresses, slot numbers,

passwords, names, etc.
Example: no snmp station ip_address

Italicized text that is not enclosed with straight brackets ([ ]) indicates
required information.

[ 1 (Straight Brackets) Indicates optional parameters for a given command.

Example: show aaa server [server_name]
Here, you can enter either of the following options:

show aaa server

show aaa server server_name (where server_name is the user-
specified server name, e.g., show aaa server myserverl)

Note that this example includes italicized text. The optional parameter
in this case is a user-specified server name.

{} (Curly Braces) Indicates that the user must choose between one or more parameters.

Example: port mirroring {enable | disable}
Here, you must choose one of the following:

port mirroring enable or port mirroring disable
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| (\Vertical Pipes) Used to separate parameter choices within a command string. For
example, the command string

show health threshold [rx | txrx | memory | cpu]
separates the choices rx, txrx, memory, and cpu.
Examples:

show health threshold rx

show health threshold txrx

show health threshold memory

show health threshold cpu

“” (Quotation Marks) Used to enclose text strings that contain spaces. The quotation marks
are required input on the command line.

Example: vlan 2 “new test vlan”
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Documentation Roadmap

The OmniSwitch user documentation suite was designed to supply you with information at several critical
junctures of the configuration process. The following section outlines a roadmap of the manuals that will
help you at each stage of the configuration process. Under each stage, we point you to the manual or
manuals that will be most helpful to you.

Stage 1: Using the Switch for the First Time

Pertinent Documentation: Getting Started Guide
Release Notes

A hard-copy Getting Started Guide is included with your switch; this guide provides all the information
you need to get your switch up and running the first time. This guide provides information on unpacking
the switch, rack mounting the switch, installing modules, unlocking access control, setting the switch’s IP
address, and setting up a password. It also includes succinct overview information on fundamental aspects
of the switch, such as hardware LEDs, the software directory structure, CLI conventions, and web-based
management.

At this time you should also familiarize yourself with the Release Notes that accompanied your switch.
This document includes important information on feature limitations that are not included in other user
guides.

Stage 2: Gaining Familiarity with Basic Switch Functions

Pertinent Documentation: Hardware Users Guide
Switch Management Guide

Once you have your switch up and running, you will want to begin investigating basic aspects of its hard
ware and software. Information about switch hardware is provided in the platform-specific Hardware
Users Guide. This guide provide specifications, illustrations, and descriptions of all hardware compo-
nents—chassis, power supplies, Chassis Management Modules (CMMs), Network Interface (NI) modules,
uplink modules, stacking modules, and cooling fans. It also includes steps for common procedures, such
as removing and installing switch components.

The Switch Management Guide for your switch platform is the primary user guide for the basic software
features on a single switch. This guide contains information on the switch directory structure, basic file
and directory utilities, switch access security, SNMP, and web-based management. It is recommended that
you read this guide before connecting your switch to the network.

Stage 3: Integrating the Switch Into a Network

Pertinent Documentation: Network Configuration Guide
Advanced Routing Configuration Guide

When you are ready to connect your switch to the network, you will need to learn how the OmniSwitch
implements fundamental software features, such as 802.1Q, VLANSs, Spanning Tree, and network routing
protocols. The Network Configuration Guide for your switch platform contains overview information,
procedures and examples on how standard networking technologies are configured in the OmniSwitch.

The Advanced Routing Configuration Guide includes configuration information for networks using
advanced routing technologies, such as OSPF and multicast routing protocols (DVMRP and PIM-SM).
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Anytime

The OmniSwitch CLI Reference Guide contains comprehensive information on all CLI commands
supported by the switch. This guide includes syntax, default, usage, example, related CLI command, and
CLI-to-MIB variable mapping information for all CLI commands supported by the switch. This guide can

be consulted anytime during the configuration process to find detailed and specific information on each
CLI command.
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Related Documentation

The following are the titles and descriptions of all the related OmniSwitch AOS Release 6 user manuals:

OmniSwitch 6400 Series Getting Started Guide

Describes the hardware and software procedures for getting an OmniSwitch 6400 Series switch up and
running. Also provides information on fundamental aspects of OmniSwitch software and stacking
architecture.

OmniSwitch 6850 Series Getting Started Guide

Describes the hardware and software procedures for getting an OmniSwitch 6850 Series switch up and
running. Also provides information on fundamental aspects of OmniSwitch software and stacking
architecture.

OmniSwitch 6855 Series Getting Started Guide

Describes the basic information you need to unpack and identify the components of your OmniSwitch
6855 shipment. Also provides information on the initial configuration of the switch.

OmniSwitch 9000 Series Getting Started Guide

Describes the hardware and software procedures for getting an OmniSwitch 9000 Series up and
running. Also provides information on fundamental aspects of OmniSwitch software architecture.

OmniSwitch 9000E Series Getting Started Guide

Describes the hardware and software procedures for getting an OmniSwitch 9000E Series switch up
and running. Also provides information on fundamental aspects of OmniSwitch software architecture

OmniSwitch 6400 Series Hardware Users Guide

Complete technical specifications and procedures for all OmniSwitch 6400 Series chassis, power
supplies, and fans. Also includes comprehensive information on assembling and managing stacked
configurations.

OmniSwitch 6850 Series Hardware User Guide

Complete technical specifications and procedures for all OmniSwitch 6850 Series chassis, power
supplies, and fans. Also includes comprehensive information on assembling and managing stacked
configurations.

OmniSwitch 6855 Series Hardware User Guide

Complete technical specifications and procedures for all OmniSwitch 6855 Series chassis, power
supplies, and fans.

OmniSwitch 9000 Series Hardware Users Guide

Complete technical specifications and procedures for all OmniSwitch 9000 Series chassis, power
supplies, fans, and Network Interface (NI) modules.

OmniSwitch 9000E Series Hardware User Guide

Complete technical specifications and procedures for all OmniSwitch 9000E Series chassis, power
supplies, and fans.
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e OmniSwitch CLI Reference Guide

Complete reference to all CLI commands supported on the OmniSwitch 6400, 6800, 6850, 6855, 9000,
and 9000E. Includes syntax definitions, default values, examples, usage guidelines and CLI-to-MIB
variable mappings.

e OmniSwitch AOS Release 6 Switch Management Guide

Includes procedures for readying an individual switch for integration into a network. Topics include the
software directory architecture, image rollback protections, authenticated switch access, managing
switch files, system configuration, using SNMP, and using web management software (WebView).

e OmniSwitch AOS Release 6 Network Configuration Guide

Includes network configuration procedures and descriptive information on all the major software
features and protocols included in the base software package. Chapters cover Layer 2 information
(Ethernet and VLAN configuration), Layer 3 information (routing protocols, such as RIP), security
options (authenticated VLANS), Quality of Service (QoS), and link aggregation.

e OmniSwitch AOS Release 6 Advanced Routing Configuration Guide

Includes network configuration procedures and descriptive information on all the software features and
protocols included in the advanced routing software package. Chapters cover multicast routing
(DVMRP and PIM-SM), and OSPF.

e  OmniSwitch Transceivers Guide

Includes information on Small Form Factor Pluggable (SFPs) and 10 Gbps Small Form Factor Plugga-
bles (XFPs) transceivers.

e Technical Tips, Field Notices
Includes information published by Alcatel’s Customer Support group.
e Release Notes

Includes critical Open Problem Reports, feature exceptions, and other important information on the
features supported in the current release and any limitations to their support.
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User Manual CD

Some products are shipped with documentation included on a User Manual CD that accompanies the
switch. This CD also includes documentation for other Alcatel data enterprise products.

All products are shipped with a Product Documentation Card that provides details for downloading docu-
mentation for all OmniSwitch and other Alcatel-Lucent data enterprise products.

All documentation is in PDF format and requires the Adobe Acrobat Reader program for viewing. Acro-
bat Reader freeware is available at www.adobe.com.

Note. In order to take advantage of the documentation CD’s global search feature, it is recommended that
you select the option for searching PDF files before downloading Acrobat Reader freeware.

To verify that you are using Acrobat Reader with the global search option, look for the following button in

the toolbar:

Note. When printing pages from the documentation PDFs, de-select Fit to Page if it is selected in your
print dialog. Otherwise pages may print with slightly smaller margins.

Technical Support

An Alcatel service agreement brings your company the assurance of 7x24 no-excuses technical support.
You’ll also receive regular software updates to maintain and maximize your Alcatel

product’s features and functionality and on-site hardware replacement through our global network of
highly qualified service delivery partners. Additionally, with 24-hour-a-day access to Alcatel’s Service
and Support web page, you’ll be able to view and update any case (open or closed) that you have reported
to Alcatel’s technical support, open a new case or access helpful release notes, technical bulletins, and
manuals. For more information on Alcatel’s Service Programs, see our web page at
service.esd.alcatel-lucent.com, call us at 1-800-995-2696, or email us at esd.support@alcatel-lucent.com.
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1 CMM Commands

The Chassis Management Module (CMM) CLI commands allow you to manage switch software files in
the working directory, the certified directory, and the running configuration.

MIB information for the CMM commands is as follows:

Filename: AlcatelIND1Chassis.mib
Module: ALCATEL-IND1-CHASSIS-MIB

Filename: AlcatelIND1ConfigMgr.mib
Module:  ALCATEL-IND1-CONFIG-MGR-MIB DEFINITIONS

Filename: AlcatelIND1System_mib
Module: ALCATEL-IND1-SYSTEM-MIB

A summary of available commands is listed here:

reload

reload working

copy running-config working
write memory

write memory flash-synchro
copy working certified

copy flash-synchro

takeover

show running-directory
show reload

show microcode

show microcode history
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reload

Reboots the CMM to its startup software configuration.

reload [primary | secondary] [with-fabric] [in [hours:] minutes | at hour:minute [month day | day

month]]

reload [primary | secondary] [with-fabric] cancel

Syntax Definitions

primary | secondary

with-fabric

in [hours:] minutes

at hour:minute

month day | day month

cancel

Defaults
N/A

Platforms Supported

Reboot the primary or secondary CMM to its startup software
configuration. If the primary CMM is already running the startup
version, a primary reboot will result in a secondary takover.

Performs a complete CMM reload. This parameter is available only on
OmniSwitch chassis-based series switches.

Optional syntax. Schedules a reload of the software to take effect in the
specified minutes or hours and minutes within the next 24 hours.

Optional syntax. Schedules a reload of the software to take place at the
specified time using a 24-hour clock. If you do not specify the month
and day, the reload takes place at the specified time on the current day
provided the specified time is later than the time when the CLI
command is issued. If the specified time is earlier than the current time,
the reload will take place on the following day.

The name of the month and the number of the day for the scheduled
reload. Specify a month name and the day number. It is unimportant if
the month or day is first. See examples below for further explanation.

Cancels a pending time delayed reboot.

OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e This command causes the specified CMM to reboot. If no CMM is specified, the primary CMM

reboots.

e The CPM, CFM and CPU of CMM can be reset independently.

e If areload command is issued and the local/remote fabric module is in up state, only the CPM will be

reset.

e If areload command is issued and the local/remote fabric module is in a down state, then the complete

CMM will be reloaded.

page 1-2
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e If areload command is issued, and another reload is currently scheduled, a message appears informing
the user of the next reload time and asks for confirmation to change to the new reload time.

¢ If the switch has a redundant CMM and the primary CMM is rebooted, the switch will fail over to the
secondary CMM. For more information on CMM failover, see “Managing CMM Directories” in the
OmniSwitch AOS Release 6 Switch Management Guide.

e If the switch is part of a stack with three or more switches, the next switch in “idle” mode becomes the
secondary CMM, and the original primary CMM becomes “idle.” For more information on stacks, see
the appropriate Hardware Users Guide.The cancel keyword stops a pending reboot.

e This command can also be used on the secondary CMM.

Examples

-> reload

-> reload primary

-> reload primary with-fabric

-> reload primary in 15:25

-> reload primary at 15:25 august 10
-> reload primary at 15:25 10 august

Release History

Release 6.1; command was introduced.

Related Commands

reload working Immediate primary CMM reboot to the working software configuration
without secondary CMM takeover.

MIB Obijects

chasEntPhysicalTable

csEntPhysical Index
chasEntPhysAdminStatus

chasControlRedundantTable
chasControlDelayedRebootTimer
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reload working

Immediately reboots the primary CMM from the working directory. There is no CMM fail over during this
reboot, causing a loss of switch functionality during the reboot. All Nls reboot as well, including the

secondary CMM.

reload working {rollback-timeout minutes | no rollback-timeout} [in [hours:] minutes | at hour:minute]

Syntax Definitions

rollback-timeout minutes

no rollback-timeout

in [hours:] minutes

at hour:minute

Defaults
N/A

Platforms Supported

Sets a timeout period, in minutes. The switch immediately reboots from
the working directory and then at the end of this time period,
automatically reboots again from the certified directory. The range is
1-15.

Specifies no timeout to rollback. If the command is issued with this
keyword, then the switch will continue to run from the working
directory until manually rebooted.

Optional syntax. Schedules a reload of the working directory to take
effect in the specified minutes or hours and minutes within the next 24
hours.

Optional syntax. Schedules a reload of the working directory to take
place at the specified time using a 24-hour clock. If you do not specify
the month and day, the reload takes place at the specified time on the
current day provided the specified time is later than the time when the
CLI command is issued. If the specified time is earlier than the current
time, the reload will take place on the following day.

OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e This command is used to reload the primary CMM from the working directory as opposed to the
certified CMM. The working directory reload takes place immediately unless a time frame is set using

the in or at keywords.

e The in or at keywords allow you to schedule a working reload sometime in the future. A schedule
working reboot is called an activate.

¢ If areload or an immediate working reload is initiated before a scheduled activate is enacted, a
message appears displaying the number of seconds until the scheduled activate and if it should be

overridden.

e If atimeout is set, the switch reboots again after the set number of minutes, from the certified
directory. The reboot can be halted by issuing a cancel order as described in the reload command.

page 1-4
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e If the switch is a part of a stack, using this command synchronizes the working directories of all the
switches in the stack to the working directory of the primary CMM switch.

Examples

-> reload working rollback-timeout 5

-> reload working no rollback-timeout

-> reload working no rollback-timeout in 50

-> reload working rollback-timeout 10 at 12:50

Release History

Release 6.1; command was introduced.

Related Commands

reload Reboots the CMM to its startup software configuration.

MIB Obijects

chasControlModuleTable

csEntPhysical Index
chasControlActivateTimeout
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copy running-config working

Copies the running configuration (RAM) to the working directory.

[configure] copy running-config working

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e This command is used to copy the changes made using the CLI commands from the running
configuration (RAM) to the working directory.

e This command is only valid if the switch is running from the working directory. Use the show
running-directory command to check from where the switch is running.

e This command performs the same function as the write memory command.

Note. The saved boot.cfg file will be overwritten if the takeover command is executed after the write
memory commands, in an OmniSwitch set up with redundant CMMs.

Examples

-> configure copy running-config working

Release History

Release 6.1; command was introduced.
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Related Commands
write memory Copies the running primary RAM version of the CMM software to the
working primary flash.

copy flash-synchro Copies the startup primary flash version of the CMM software to the
startup secondary flash version of the CMM software.

MIB Objects

chasControlModuleTable

csEntPhysical Index
chasControlVersionMngt
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write memory

Copies the running configuration (RAM) to the working directory.

[configure] write memory

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e This command is used to copy the changes made using the CLI commands from the running
configuration (RAM) to the working directory.

e This command is only valid if the switch is running from the working directory. Use the show
running-directory command to check from where the switch is running.

Note. On an OmniSwitch set up with redundant CMMs, the saved boot.cfg file will be overwritten if the
takeover command is executed after the write memory command.

Examples

-> configure write memory
-> write memory

Release History

Release 6.1; command was introduced.

Related Commands
copy flash-synchro Copies the startup primary flash version of the CMM software to the
startup secondary flash version of the CMM software.

MIB Objects

configManager
configWriteMemory
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write memory flash-synchro

Copies the running configuration (RAM) to the working directory, certifies the primary CMM and
synchronizes the primary and secondary CMM.

[configure] write memory flash-synchro

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e This command is a combination of the ‘write memory’ and “‘copy working certified flash-synchro’
commands and does the following:

1 Copies the running configuration (RAM) to the working directory.

2 Overwrites the contents of the certified directory on the primary CMM with the contents of the work-
ing directory on the primary CMM.

3 Synchronizes the primary and secondary CMMs.
e This command is only valid if the switch is running from the working directory. Use the show
running-directory command to check from where the switch is running.

Examples

-> write memory flash-synchro

Release History

Release 6.3.4; command was introduced.

Related Commands

write memory Copies the running configuration (RAM) to the working directory.

copy flash-synchro Copies the startup primary flash version of the CMM software to the
startup secondary flash version of the CMM software.
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MIB Obijects

configManager
configWriteMemory
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copy working certified

Copies the working directory version of the CMM software to the certified directory, on the primary
CMM. This command also allows you to synchronize the primary and secondary CMMs.

[configure] copy working certified [flash-synchro]

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

¢ This command is used to overwrite the contents of the certified directory with the contents of the work-
ing directory. This should only be done if the contents of the working directory have been verified as
the best version of the CMM files.

¢ The flash-synchro keyword, when used with the copy certified working command, synchronizes the
files between the primary and secondary CMMs by overwriting the contents of the secondary CMM
certified directory with the contents of the primary CMM certified directory. If the switch is part of an
a stack, all switches in the stack are updated with the primary CMM files.

¢ In order for this command to work, the amount of free space in flash must equal the size of the files
being copied. If there isn’t enough free space, the copy attempt will fail and an error message is gener-
ated. Only image files, the boot.cfg file, and the certs.pem file should be kept in the working directory.

e This command will not work if the switch is running from the certified directory. To view where the
switch is running from, see the show running-directory command.

Examples

-> copy working certified
-> copy working certified flash-synchro

Release History

Release 6.1; command was introduced.
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Related Commands

copy working certified Copies the running primary RAM version of the CMM software to the
working primary flash. Or copy the startup primary flash version of the
CMM software to the working primary flash.

copy flash-synchro Copies the startup primary flash version of the CMM software to the star-
tup secondary flash version of the CMM software.

MIB Objects

chasControlModuleTable

csEntPhysical Index
chasControlVersionMngt
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copy flash-synchro

Copies the certified directory version of the primary CMM software to the certified directory of the
secondary CMM.

[configure] copy flash-synchro

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e This command is used to synchronize the certified directories of the primary and secondary CMMs.
The two CMMs must be in synchronization if a fail over occurs, otherwise switch performance is lost.

e If the switch is part of a stack, all switches in the stack are updated with the primary CMM files.

Examples

-> copy flash-synchro
-> configure copy flash-synchro

Release History

Release 6.1; command was introduced.

Related Commands

copy working certified Copies the working primary flash version of the CMM software to cer-
tified primary flash. Or copies the working primary flash version of the
CMM software to startup secondary flash.

MIB Objects

chasControlModuleTable

csEntPhysical Index
chasControlVersionMngt

OmniSwitch CLI Reference Guide  September 2009 page 1-13



CMM Commands

takeover

The current secondary CMM assumes the role of primary CMM.

takeover [with-fabric]

Syntax Definitions

with-fabric Performs a complete CMM reload.

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

¢ This command causes the secondary CMM to take over the functions of the primary CMM. After this
command, the old primary CMM is the new secondary CMM.

e Before issuing the takeover command, be sure that the secondary CMM has all software (i.e., image
and configuration files) required to continue CMM operations.

e For information on synchronizing the primary and secondary CMM software before issuing the
takeover command, see the copy flash-synchro command.

e When the CMM modules switch primary and secondary roles, the console session to the new primary
CMM is disconnected. To continue managing the switch, be sure that you have physical connections to
both CMMs or local access to the switch in order to move your Ethernet or serial cable from one CMM
to the other.

e The CPM, CFM and CPU of CMM can be reset independently.

¢ If a takeover command is issued and the local/remote fabric module is in up state, only the CPM will
be reset.

e |f a takeover command is issued and the local/remote fabric module is in a down state, then the
complete CMM will be reloaded.

¢ This command can also be used on the secondary CMM.

e If the switch is part of a stack with three or more switches, the next switch in “idle” mode becomes the
secondary CMM, and the original primary CMM becomes “idle.” For more information on stacks, see
“Managing Stacks” in the Hardware Users Guide.

Note. The saved boot.cfg file will be overwritten if the takeover command is executed after the write
memory command on an OmniSwitch set up with redundant CMMs. Refer to the “NlIs Reload On Take-
over” description on page 1-17 for more information on the takeover command and redundant manage-
ment modules.
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Examples

-> takeover
-> takeover with-fabric

Release History

Release 6.1; command was introduced.

Related Command

reload Reboots the CMM to its startup software configuration.

MIB Objects

chasentPhysicalTable

csEntPhysical Index
chaseEntPhysAdminStatus
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show running-directory

Shows the directory from where the switch was booted.

show running-directory

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e Once a switch has booted and is running, it will run either from the working or certified directory. If
running from the certified, changes made to the running configuration using CLI commands cannot be
saved. A switch must be running from the working directory in order to save the current running
configuration.

e This command can also be used on the secondary CMM.

Examples

The following is an example of the display on OmniSwitch 9000 switches:
-> show running-directory

CONFIGURATION STATUS

Running CMM - PRIMARY,

CMM Mode = MONO CMM,

Current CMM Slot A,

Running configuration > WORKING,

Certify/Restore Status - CERTIFY NEEDED
SYNCHRONIZATION STATUS

Running Configuration = SYNCHRONIZED,

NIs Reload On Takeover = NONE

The following is an example of the display on OmniSwitch 6850 Series switches:
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-> show running-directory

CONFIGURATION STATUS
Running CMM
CMM Mode
Current CMM Slot
Running configuration
Certify/Restore Status
SYNCHRONIZATION STATUS
Flash Between CMMs
Running Configuration

: PRIMARY,

: DUAL CMMs,
-1,

- WORKING,

: CERTIFY NEEDED

= SYNCHRONIZED,
= NOT AVAILABLE,

Stacks Reload on Takeover: ALL STACKs (SW Activation)

output definitions

Running CMM

CMM Mode

Current CMM Slot
Running Configuration
Certify/Restore Status
Flash Between CMMs

NIs Reload On Takeover
Stacks Reload on Takeover

The CMM currently controlling the switch, either PRIMARY or
SECONDARY.

Displays whether the primary and secondary CMMs are synchronized.
In the case that there is no secondary CMM, MONO-CMM-CHASSIS
is shown.

The slot number of the primary CMM.

Where the switch is running from, either WORKING or CERTIFIED.
A switch running from the certified directory will not be able to manip-
ulate files in the directory structure.

Indicates if the CM has been certified (i.e., the Working directory
matches the Certified directory).

Displays whether the Working and Certified directories are the same.

Displays how many Network Interface (NI) modules or switches in a
stack will be reloaded in the event of a management module takeover.
Options include NONE, ALL, or a list of specific Nls.

If there are no unsaved configuration changes and the flash directories
on both the primary and secondary management modules have been
synchronized via the copy flash-synchro command, no Nlis will be
reloaded if a management module takeover occurs. As a result, data
flow is not interrupted on the NIs during the takeover.

If a configuration change is made to one or more NI modules (e.g., a
VLAN is configured on several different interfaces), and the changes
are not saved via the write memory command, the corresponding NIs
will automatically reload if a management module takeover occurs.
Data flow on the affected NIs will be interrupted until the reload is
complete. Note that the NIs will reload whether or not the flash syn-
chronization status shows SYNCHRONIZED. This is because the
unsaved changes have occurred in the running configuration

(i.e., RAM), and have not been written to the flash directory’s configu-
ration file. In this case, a list of only the affected NIis displays in the
table output (e.g., 1 6 9 12).

If the flash directories on the primary and secondary management mod-
ules are not synchronized (e.g., a copy flash-synchro command has not
been issued recently), all NIs will be reloaded automatically if a man-
agement module takeover occurs. Data flow will be interrupted on all
NIs until the reload is complete.

OmniSwitch CLI Reference Guide  September 2009 page 1-17



CMM Commands

Release History

Release 6.1; command was introduced.

Related Commands

reload Reboots the CMM to its startup software configuration.
write memory Copies the running configuration (RAM) to the working directory.
copy flash-synchro Copies the certified directory version of the primary CMM software to

the certified directory of the secondary CMM.

MIB Objects

chasControlModuleTable

chasControlRunningVersion
chasControlActivateTimeout
chasControlVersionMngt
chasControlDelayedActivateTimer
chasControlCertifyStatus
chasControlSynchronizationStatus
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show reload

Shows the status of any time delayed reboot(s) that are pending on the switch.

show reload [status]

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e Itis possible to preset a reboot on a CMM by using the reload command. If this is done, use the show
reload command to see when the next scheduled reboot will occur.

¢ If the reload working command was used, and a rollback timeout was set, the time the rollback will
occur is shown using the show reload command.

e This command can also be used on the secondary CMM.

Examples

-> show reload status
Primary Control Module Reload Status: No Reboot Scheduled,
Secondary Control Module Reload Status: No Reboot Scheduled

Release History

Release 6.1; command was introduced.

Related Commands

reload Reboots the primary or secondary CMM to its startup software configura-
tion.
reload working Immediate primary CMM reboot to the working software configuration

without secondary CMM takeover.
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show microcode

Displays microcode versions installed on the switch.

show microcode [working | certified | loaded]

Syntax Definitions

working Specifies the switch’s working directory; only microcode information
from the working directory will be displayed.

certified Specifies the switch’s certified directory; only microcode information
from the certified directory will be displayed.

loaded Specifies that only loaded (i.e., currently-active) microcode versions
will be displayed. Idle microcode versions will not be displayed.

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

¢ If no additional parameters are entered (i.e., working, certified, or loaded), microcode information for
the running configuration will be displayed.

e This command can also be used on the secondary CMM.

Examples

-> show microcode

Package Release Size Description

————————————————— gy
Jbase.img 6.1.1.403.R0O1 10520989 Alcatel-Lucent Base Software
Jos.img 6.1.1.403.R0O1 1828255 Alcatel-Lucent 0OS

Jadvrout.img 6.1.1.403.R0O1 1359435 Alcatel-Lucent Advanced Routing
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output definitions

Package File name.
Release \ersion number.
Size File size.
Description File description.

Release History

Release 6.1; command was introduced.

Related Commands

show microcode history Displays the archive history for microcode versions installed on the
switch.
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show microcode history

Displays the archive history for microcode versions installed on the switch.

show microcode history [working | certified]

Syntax Definitions

working The history for the working directory’s microcode will be displayed.
certified The history for the certified directory’s microcode will be displayed.
Defaults

N/A

Platforms Supported
OmniSwitch 6850, 6855, 9000, 9000E

Usage Guidelines

If no additional parameters are entered (i.e., working or certified), the microcode history for the running
directory will be displayed.

Examples

-> show microcode history
Archive Created 8/27/05 23:45:00

Release History

Release 6.1; command was introduced.

Related Commands

show microcode Displays microcode versions installed on the switch.
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2 Chassis Management and
Monitoring Commands

Chassis Management and Monitoring commands allow you to configure and view hardware-related
operations on the switch. Topics include basic system information, as well as Network Interface (NI)
module and chassis management.

Additional Information. Refer to your separate Hardware Users Guide for detailed information on
chassis components, as well as managing and monitoring hardware-related functions.

MIB information for the Chassis Management and Monitoring commands is as follows:

Filename: AlcatelIND1Chassis.mib
Module: ALCATEL-IND1-CHASSIS-MIB

Filename: AlcatelIND1System.MIB
Module: ~ ALCATEL-IND1-SYSTEM-MIB

Filename: AlcatelIND1StackManager.MIB
Module:  ALCATEL-IND1-STACK-MANAGER-MIB
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A summary of available commands is listed here:

Management Commands system contact
system name
system location
system date
system time
system time-and-date synchro
system timezone
system daylight savings time
update
update lanpower
reload ni
reload all
reload pass-through
power ni
temp-threshold
stack set slot
stack clear slot
hash-control

Monitoring Commands show system
show hardware info

show chassis

show cmm

show ni

show module

show module long
show module status
show power

show fan

show temperature
show stack topology
show stack status
show hash-control

Licensing Commands license apply
show license info
show license file
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system contact

Specifies the switch’s administrative contact. An administrative contact is the person or department in
charge of the switch. If a contact is specified, users can easily find the appropriate network administrator if
they have questions or comments about the switch.

system contact text_string

Syntax Definitions

text_string The administrative contact being specified for the switch. The system
contact can range from 1 to 254 characters in length. Text strings that
include spaces must be enclosed in quotation marks. For example,
“Jean Smith Ext. 477 jsmith@company.com”.

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

N/A

Examples

-> system contact "Jean Smith Ext. 477 jsmith@company.com"

-> system contact engineering-test@company.com

Release History

Release 6.1; command was introduced.

Related Commands

system name Modifies the switch’s current system name.
system location Specifies the switch’s current physical location.
show system Displays the basic system information for the switch.

MIB Obijects

system
systemContact
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system name

Modifies the switch’s current system name. The system name can be any simple, user-defined text
description for the switch.

system name text_string

Syntax Definitions

text_string The new system name. The system name can range from 1 to 19
characters in length. Text strings that include spaces must be enclosed in
quotation marks. For example, “OmniSwitch 6850”.

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

N/A

Examples

-> system name "OmniSwitch 6850"

-> system name 0S-6850

Release History

Release 6.1; command was introduced.

Related Commands

system contact Specifies the switch’s administrative contact (e.g., an individual or a
department).

system location Specifies the switch’s current physical location.

show system Displays the basic system information for the switch.

MIB Obijects

system
systemName
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system location

Specifies the switch’s current physical location. If you need to determine the switch’s location from a
remote site, entering a system location can be very useful.

system location text_string

Syntax Definitions

text_string The switch’s physical location. For example, TestLab. The system
location can range from 1 to 254 characters in length. Text strings that
include spaces must be enclosed in quotation marks. For example,
“NMS Test Lab”.

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E.

Usage Guidelines

N/A

Examples

-> system location "NMS Test Lab"

-> system location TestlLab

Release History

Release 6.1; command was introduced.

Related Commands

system contact Specifies the switch’s administrative contact (e.g., an individual or a
department).

system name Modifies the switch’s current system name.

show system Displays the basic system information for the switch.

MIB Obijects

system
systemLocation
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system date

Displays or modifies the switch’s current system date.

system date [mm/dd/yyyy]

Syntax Definitions

mm/dd/yyyy The new date being specified for the system. Enter the date in the
following format: mm/dd/yyyy, where mm is the month, dd is the day,
and yyyy is the year. For example, 08/08/2005.

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

¢ If you do not specify a new system date in the command line, the current system date will be displayed.

e For more information on setting time zone parameters (e.g., Daylight Savings Time), refer to the
system timezone command on page 2-9.

Examples

-> system date 08/08/2005
-> system date
08/08/2005

Release History

Release 6.1; command was introduced.

Related Commands

system time Displays or modifies the switch’s current system time.
system timezone Displays or modifies the time zone for the switch.

MIB Objects

systemServices
systemServicesDate
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system time

Displays or modifies the switch’s current system time.

system time [hh:mm:ss]

Syntax Definitions

hh:mm:ss The new time being specified for the system. To set this value, enter the
current time in 24-hour format, where hh is the hour, mm is the minutes,
and ss is the seconds. For example, 14:30:00.

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E.

Usage Guidelines

If you do not specify a new system time in the command line, the current system time will be displayed.

Examples

-> system time 14:30:00
-> system time
15:48:08

Release History

Release 6.1; command was introduced.

Related Commands

system date Displays or modifies the switch’s current system date.
system timezone Displays or modifies the time zone for the switch.

MIB Obijects

systemServices
systemServicesTime
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system time-and-date synchro

Synchronizes the time and date settings between primary and secondary CMMs.

system time-and-date synchro

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E.

Usage Guidelines

¢ The system time-and-date synchro command applies only to switches with redundant CMM
configurations.

e Synchronizing date and time settings is an important step in providing effective CMM failover for
switches in redundant configurations. Be sure to periodically synchronize the primary and secondary
CMMs using this command.

e For detailed redundancy information on OmniSwitch chassis-based switches refer to the “Chassis
Management Module (CMM)” chapter in the Hardware Users Guide and “Managing CMM Directory
Content” in the OmniSwitch AOS Release 6 Switch Management Guide. For stackable switches, refer to
“Managing Stacks” in addition to “Managing CMM Directory Content”.

Examples

-> system time-and-date synchro

Release History

Release 6.1; command was introduced.

Related Commands

copy flash-synchro Copies the certified directory version of the primary CMM software to
the certified directory of the secondary CMM.

MIB Objects

systemServices

page 2-8 OmniSwitch CLI Reference Guide  September 2009



Chassis Management and Monitoring Commands

system timezone

Displays or modifies the time zone for the switch.

system timezone [timezone_abbrev | offset_value | time_notation]

Syntax Definitions

timezone_abbrev Specifies a time zone for the switch and sets the system clock to run on
UTC. Refer to the table below for a list of supported time zone abbrevi-
ations. If you specify a time zone abbreviation, the hours offset from
UTC will be automatically calculated by the switch.

offset_value Specifies the number of hours offset from UTC. Values may range from
-13 through +12. The switch automatically enables UTC. However, if
you do not want your system clock to run on UTC, simply enter the
offset +0 for the system time zone. This sets UTC to run on local time.

time_notation Specifies a non-integer time-notation offset for areas that are offset from
UTC by increments of 15, 30, or 45 minutes (e.g., 05:30).

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E.

Usage Guidelines
e Todisplay the current time zone for the switch, enter the syntax system timezone.

e When Daylight Saving Time (DST)—also referred to as summertime—is enabled, the clock automati-
cally sets up default DST parameters for the local time zone.

e Refer to the table below for a list of supported time zone abbreviations.

Abbreviation | Name Hours from | DST Start DST End DST Change
UuTC

nzst New Zealand +12:00 1st Sunday in Oct. at| 3rd Sunday in Mar. | 1:00

2:00 a.m. at 3:00 a.m.
zpll No standard name +11:00 No default No default No default
aest Australia East +10:00 Last Sunday in Oct. | Last Sunday in Mar. | 1:00

at 2:00 a.m. at 3:00 a.m.
gst Guam +10:00 No default No default No default
acst Australia Central +09:30 Last Sunday in Oct. | Last Sunday in Mar. | 1:00

Time at 2:00 a.m. at 3:00 a.m.

jst Japan +09:00 No default No default No default
kst Korea +09:00 No default No default No default
awst Australia West +08:00 No default No default No default
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Abbreviation | Name Hours from | DST Start DST End DST Change
uTC
zp8 China; +08:00 No default No default No default
Manila, Philippines
zp7 Bangkok +07:00 No default No default No default
zpb6 No standard name +06:00 No default No default No default
zp5 No standard name +05:00 No default No default No default
zp4 No standard name +04:00 No default No default No default
msk Moscow +03:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 2:00 a.m. at 3:00 a.m.
eet Eastern Europe +02:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 2:00 a.m. at 3:00 a.m.
cet Central Europe +01:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 2:00 a.m. at 3:00 a.m.
met Middle Europe +01:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 2:00 a.m. at 3:00 a.m.
bst British Standard +00:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
Time at 1:00 a.m. at 3:00 a.m.
wet Western Europe +00:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 1:00 a.m. at 3:00 a.m.
gmt Greenwich Mean +00:00 No default No default No default
Time
wat West Africa -01:00 No default No default No default
zm2 No standard name -02:00 No default No default No default
zm3 No standard name -03:00 No default No default No default
nst Newfoundland -03:30 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
2:00 a.m. at 2:00 a.m.
ast Atlantic Standard -04:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
Time 2:00 a.m. at 2:00 a.m.
est Eastern Standard -05:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
Time 2:00 a.m. at 2:00 a.m.
cst Central Standard -06:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
Time 2:00 a.m. at 2:00 a.m.
mst Mountain Standard | -07:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
Time 2:00 a.m. at 2:00 a.m.
pst Pacific Standard -08:00 2nd Sunday in Mar. | 1st Sunday in Nov. | 1:00
Time at 2:00 a.m. at 2:00 a.m.
akst Alaska -09:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
2:00 a.m. at 2:00 a.m.
hst Hawaii -10:00 No default No default No default
zmll No standard name -11:00 No default No default No default
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Examples

-> system
-> system
-> system
-> system
-> system
-> system
-> system

timezone
timezone
timezone
timezone
timezone
timezone
timezone

Release History

mst

-7

+0

+12

12

05:30

00:00 hour from UTC

Release 6.1; command was introduced.

Related Commands

system date
system time

MIB Objects

systemServices

Displays or modifies the switch’s current system date.
Displays or modifies the switch’s current system time.

systemServicesTimezone
systemServicesTimezoneStartWeek
systemServicesTimezoneStartDay
systemServicesTimezoneStartMonth
systemServicesTimezoneStartTime
systemServicesTimezoneOffset
systemServicesTimezoneEndWeek
systemServicesTimezoneEndDay
systemServicesTimezoneEndMonth
systemServicesTimezoneEndTime
systemServicesEnableDST
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system daylight savings time

Enables or disabled Daylight Savings Time (DST) on the switch.

system daylight savings time [{enable | disable} | start {week} {day} in {month} at {hh:mm} end {week}
{day} in {month} at {hh:mm} [by min]]

Syntax Definitions

enable

disable

start

end

week
day
month

hh:mm

by min

Defaults

e By default, DST is disabled.

Enables DST. The switch clock will automatically adjust for DST as
specified by one of the default time zone or by the specifications set
with the system daylight savings time start command.

Disables DST. The switch clock will not change for DST.

For non-default time zone, you can specify the week, day, month, and
hour for DST to start. (You must also specify the week, day, month, and
hour for DST to end.)

For non-default time zone, if you specify the week, day, month, and
hour for DST to end, you must also specify the week, day, month, and
hour for DST to end.

Indicate whether first, second, third, fourth, or last.

Indicate whether Sunday, Monday, Tuesday, Wednesday, Thursday,
Friday, or Saturday.

Indicate whether January, February, March, April, May, June, July,
August, September, October, November, or December.

Use two digits between 00 and 23 to indicate hour. Use two digits
between 00 and 59 to indicate minutes. Use as for a 24 hour clock.

Use two digits to indicate the number of minutes your switch clock will
be offset for DST. The range is from 00 to 50.

e Unless a different value is set with the by syntax, the system clock will offset one hour for DST.

Platforms Supported

OmniSwitch 6400, 6850, 6855, 9000, 9000E.

Usage Guidelines

e |f your timezone shows a default value in the DST Start and DST End columns of the “Time Zone and
DST Information Table” found in Chapter 2, “Managing System Files,” of the OmniSwitch AOS
Release 6 Switch Management Guide, you do not need to set a start and end time. Your switch clock
will automatically adjust for DST as shown in the table.
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e You must enable DST whether you use a default DST timezone or if you specify your offset using the
daylight savings time start syntax.

e Setting the start and end date and time for DST is only supported when a custom timezone is
configured.

Examples

-> system daylight savings time enable

-> system daylight savings time disable

-> system daylight savings time start first Sunday in May at 23:00 end last Sunday
in November at 10:00

-> system daylight savings time start first Sunday in May at 23:00 end last Sunday
in November at 10:00 by 45

Release History

Release 6.1; command was introduced.

Related Commands

system time Displays or modifies the switch’s current system time.
system timezone Displays or modifies the timezone for the switch.
system date Displays or modifies the switch’s current system date.

MIB Obijects

systemServices
systemServicesTimezone
systemServicesEnableDST
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update

Updates the versions of Uboot, FPGA, BootROM, or Miniboot. Refer to the Release Notes and/or any
available Upgrade Instructions for the new release before performing this type of update on the switch.

update {uboot {cmm | ni {all | slot}} uboot-miniboot | fpga cmm | bootrom {all | slot} | [default |

backup] miniboot [all | slot] }

Syntax Definitions

uboot

cmm

ni

all

slot

uboot-miniboot

fpga

miniboot

Defaults
N/A

Platforms Supported

Updates the uboot version.

Specifies that the update is performed for the Chassis Management
Module (CMM). Not supported on OmniSwitch 6850 switches

Specifies that the update is performed for the Network Interface (NI)
Module.

Specifies that the update is performed for all slots within a chassis or all
switches within a stack.

Specifies the number of the NI module within a chassis or the switch
number within a stack for which the update is performed.

Updates the uboot and the miniboot version on all available slots within
a chassis or on all available switches within a stack.

Updates the FPGA version. Not supported on OmniSwitch 6850
switches.

Updates the miniboot version.

OmniSwitch 6400, 6850, 6855, 9000, 9000E.

Usage Guidelines

e On OmniSwitch chassis-based switches, the slot parameter is not allowed with the cmm parameter.

¢ Note that when performing an update, it is important that the correct update file is used and that the file
is located in the /flash directory on the switch. Specifying the wrong file may impact the operation of

the switch.

e A different update file is required depending on the type of switch and the type of update. The
following table provides a list of the required update files:

OmniSwitch  Update Type Update File
6400 kuboot.bin
gminiboot.uboot
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OmniSwitch  Update Type Update File
Uboot and Miniboot kuboot.bin
gminiboot.uboot
FPGA Gfpga.upgrade_kit
6850 Uboot kuboot.bin
Uboot and Miniboot kuboot.bin
kminiboot.uboot
Miniboot kminiboot.uboot
6855 Uboot kuboot.bin
Miniboot k2Iminiboot.uboot
Uboot and Miniboot kuboot.bin
k2Iminiboot.uboot
FPGA K2Ifpga.upgrade_Kkit
9000/9000E Uboot uboot.bin
Uboot and Miniboot uboot.bin
miniboot.uboot
FPGA Jfpga.upgrade_kit
Miniboot miniboot.uboot
Examples

0S6850-> update uboot 3
0S6850-> update uboot-miniboot
0S6850-> update miniboot all

0S9000-> update uboot ni all
0S9000-> update uboot-miniboot
0S9000-> update uboot cmm
0S9000-> update fpga cmm
0S9000-> update miniboot 2

0S6855-> update uboot 1
0S6855-> update uboot-miniboot
0S6855-> update miniboot all

0S6400-> update uboot 2
0S6400-> update uboot-miniboot
0S6400-> update fpga cmm
0S6400-> update miniboot 3

Release History

Release 6.1.1; command was introduced.

Release 6.1.2; slot and bootrom parameters were added.
Release 6.1.3; uboot support for OmniSwitch 6850 added; uboot-miniboot parameter added, file_path
parameter deprecated.
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Related Commands

reload all Reloads all the NIs and CMMs in a chassis.

MIB Obijects

systemServices

systemServicesArgl
systemServicesAction
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update lanpower

Uploads new firmware to the POE controller. Please contact your Alcatel-Lucent support representative
before using this command.

update lanpower {lanpower_num | all}

Syntax Definitions

lanpower_num The POE unit number to update.

all Updates all POE units in the switch.
Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines
N/A

Examples

-> update lanpower 3
-> update lanpower all

Release History

Release 6.1.3; command was introduced.

Related Commands

update Updates the versions of Uboot, FPGA, BootROM, or Miniboot.
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reload ni

Reloads (i.e., reboots) a specified Network Interface (NI) module.

reload ni [slot] number

Syntax Definitions

slot Optional command syntax.

number Slot (i.e., switch) number within a stack that represents the NI module to
be reloaded.

Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E.

Usage Guidelines

e On OmniSwitch chassis based switches, the reload ni command reboots only the specified NI. Other
modules installed in the chassis, including primary and secondary CMMs, are not affected

e On OmniSwitch stackable series switches, the reload ni command reboots only the specified switch.
However, if you use this command on a switch that has a primary CMM role in a stack, it will no
longer be primary. Instead, it will be secondary in a two-switch stack and idle in a stack consisting of
three or more switches.

Examples

-> reload ni slot 2
-> reload ni 2

Release History

Release 6.1; command was introduced.
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Related Commands

reload all Reloads all the NIs and CMMs in a chassis.

power ni Turns the power on or off for a specified Network Interface (NI)
module.

show ni Shows the hardware information and the current status for Network

Interface (NI) modules currently running in the chassis.

MIB Obijects

chasEntPhysicalTable

chaseEntPhysAdminStatus
reset
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reload all

Reloads (i.e., reboots) all the Network Interfaces (NIs) and Chassis Management Module (CMMS) in an
OmniSwitch chassis, a standalone switch, or all the switches in an OmniSwitch stack.

reload all [in [hours:] minutes | at hour:minute [month day | day month]]

reload all cancel

Syntax Definitions

in [hours:] minutes

at hour:minute

month day | day month

cancel

Defaults
N/A

Platforms Supported

Optional syntax. Schedules a reload of all modules to take effect in the
specified minutes or hours and minutes within the next 24 hours.

Optional syntax. Schedules a reload of all modules to take place at the
specified time using a 24-hour clock. If you do not specify the month
and day, the reload takes place at the specified time on the current day
provided the specified time is later than the time when the CLI
command is issues. If the specified time is earlier than the current time,
the reload will take place on the following day.

The name of the month and the number of the day for the scheduled
reload. Specify a month name and the day number. It is unimportant if
the month or day is first. See examples below for further explanation.

Cancels a pending time delayed reload.

OmniSwitch 6400, 6850, 6855, 9000, 9000E.

Usage Guidelines
N/A

Examples

-> reload all

Release History

Release 6.1; command was introduced.
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Related Commands

reload ni Reloads a specific NI module.

power ni Turns the power on or off for a specified Network Interface (NI)
module.

show ni Shows the hardware information and current status for Network

Interface (NI) modules currently running in the chassis.

MIB Obijects

chasEntPhysicalTable

chaseEntPhysAdminStatus
reset
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reload pass-through

Reloads (i.e., reboots) a switch in a stackable configuration which has been forced into the

pass-through mode. The pass-through mode is a state in which a switch has been assigned a slot number
that is not available in the current stacked configuration. When a switch is in the pass-through mode, its
Ethernet ports are brought down (i.e, they cannot pass traffic). However, its stacking ports are fully
functional and can pass traffic through to other switches in the stack; in this way, pass-through mode
provides a mechanism to prevent the stack ring from being broken.

Note. If a switch is forced into the pass-through mode, the rest of the virtual chassis (i.e., stack) will not be
disrupted. Any elements in the stack not operating in pass-through mode continue to operate normally.

reload pass-through slot-number

Syntax Definitions

slot-number The virtual chassis slot number of the switch currently in the pass-
through mode (1001-1008). For more information on pass-through slot
numbering, refer to the “Usage Guidelines” section below.

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines

e Switches in the pass-through mode are given distinct slot numbers. These slot numbers are not related
to their position in the stack. Instead, they are assigned the prefix “100,” followed by the numerical
order in which they were forced into pass-through. In other words, if only one switch in a stack is
forced into the pass-through mode, it is given the slot number 1001. If multiple switches in a stack are
forced into pass-through, the first switch in pass-through is given the slot number 1001, the second
switch is given the slot number 1002, the third switch is given the slot number 1003, etc.

e Before issuing the reload pass-through command, be sure that the corresponding switch has been
given a unique saved slot number. The saved slot number is the slot number the switch will assume
after it has been rebooted. If the saved slot number is not unique, the switch will simply return to
pass-through mode. To view the current and saved slot numbers for all switches in a stack, use the
show stack topology command. To assign a unique saved slot number to a switch before rebooting,
use the stack set slot command.

Examples
-> reload pass-through 1001

Release History

Release 6.1; command was introduced.
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Related Commands

show stack topology Displays the current operating topology of switches within a stack.
stack set slot Assigns a new saved slot number to a switch in a stacked configuration.

MIB Objects

alaStackMgrChassisTable
alaStackMgrSlotNINumber
alaStackMgrCommandAction
reloadPassThru
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power ni

Turns the power on or off for a specified Network Interface (NI) module.
power ni [slot] slot-number

no power ni [slot] slot-number

Syntax Definitions

slot Optional command syntax.

slot-number The chassis slot number containing the NI module being powered
on or off.

Defaults

N/A

Platforms Supported
OmniSwitch 9000, 9000E

Usage Guidelines

e Use the no form of this command to power off an NI module.

e This command is not supported on OmniSwitch stackable switches.

Examples

-> no power ni 1
-> power ni 1

Release History

Release 6.1; command was introduced.

Related Commands

reload ni Reloads (i.e., reboots) a specified Network Interface (NI) module.

show ni Shows the hardware information and current status for Network Inter-
face (NI) modules currently running in the chassis.

MIB Objects

chasEntPhysicalTable

chasEntPhysAdminStatus
powerOn
powerOff
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temp-threshold

Sets the CPU warning temperature threshold for the switch.

temp-threshold temp slot slot-number

Syntax Definitions
temp The new temperature threshold value, in Celsius.

slot-number The chassis slot number for which the CPU warning temperature
threshold is set. This parameter is supported only on stackable switches.

Defaults
parameter default
temp 60

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E.

Usage Guidelines

Use the show temperature command to display the current value for the temerpature warning threshold.
Do not use the show health threshold command as it does not display temperature threshold information.

Examples

-> temp-threshold 45

-> temp-threshold 55 slot 2
Release History

Release 6.1; command was introduced.

Release 6.1.5; slot parameter added.

Related Commands

show temperature Displays the current operating chassis ambient temperature, as well as
current temperature threshold settings.

MIB Objects

chasChassisTable
chasTempThreshold
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stack set slot

Sets the saved slot number for stackable configuration switches. The saved slot number is the slot position
the switch will assume following a reboot. The stack set slot command also provides syntax for
immediately rebooting the corresponding switch.

stack set slot slot-number saved-slot saved-slot-number [reload]

Syntax Definitions

slot-number The current slot position used by the switch (1-8; 1001-1008). Note that
the valid slot number range also includes slot positions 1001 through
1008, reserved for switches in pass-through mode.

saved-slot-number The new (i.e., saved) slot number (1-8). The saved slot number is the
slot position the switch will assume following a reboot.

reload Optional command syntax. When reload is entered in the command
line, a confirmation prompt is issued. If the user approves the reload, the
corresponding switch will be rebooted immediately and the new
(i.e., saved) slot number will take effect when the switch comes back
up—nbarring any pass-though mode conditions, such as duplicate slot
numbers.

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines

¢ When the stack set slot command is issued, the new saved slot value is written to the boot.slot.cfg file.
This file is located in the switch’s /flash directory and is used when assigning a slot number for the
switch during the boot process.

¢ In order to avoid duplicate slot numbers within the virtual chassis—which can force one or more
switches into pass-though mode—~be sure that the saved slot number being configured is not already
being used by another switch in the stack. To view the saved slot numbers currently assigned, use the
show stack topology command. For detailed information on assigning saved slot numbers, as well as
information on pass-through mode, refer to the Hardware Users Guide.

Examples

-> stack set slot 2 saved-slot 3
-> stack set slot 1001 saved-slot 4 reload

Release History

Release 6.1; command was introduced.
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Related Commands

stack clear slot Clears the current saved slot information for a switch within a stackable
switch configuration.
show stack topology Displays the current operating topology of switches within a stack.

MIB Objects

alaStackMgrChassisTable

alaStackMgrSlotNINumber
alaStackMgrSavedSlotNINumber
alaStackMgrCommandAction
alaStackMgrCommandStatus
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stack clear slot

Clears the current saved slot information for a switch within a stacked configuration. When the saved slot
information has been cleared via the stack clear slot command, the corresponding switch will
automatically be assigned a unique slot number following a reboot.

stack clear slot slot-number

Syntax Definitions

slot-number The current slot position used by the switch (1-8; 1001-1008). Note that
the valid slot number range also includes slot positions 1001 through
1008, reserved for switches in pass-through mode.

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines

e When the stack clear slot command is issued, the boot.slot.cfg file is immediately removed from the
switch’s /flash directory. As a result, no slot assignment information will be found the next time the
switch is booted. Because the switch’s slot will be considered undefined during the boot process, the
switch is automatically assigned a unique slot number.

e Primary and secondary management modules cannot be forced into pass-through mode using the
stack clear slot command. If the user attempts to force the secondary management module into pass-
through, the secondary switch will reboot and assume idle status when it comes back up. Meanwhile,
an idle switch within the stack is selected and rebooted; when it comes up it assumes the secondary
role.

Examples

-> stack clear slot 1002
-> stack clear slot 3

Release History

Release 6.1; command was introduced.
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Related Commands

stack set slot Sets the saved slot number for switches in a stacked configuration.
show stack topology Displays the current operating topology of switches within a stack.

MIB Objects

alaStackMgrChassisTable

alaStackMgrSlotNINumber
alaStackMgrSavedSlotNINumber
alaStackMgrCommandAction
alaStackMgrCommandStatus

OmniSwitch CLI Reference Guide  September 2009 page 2-29



Chassis Management and Monitoring Commands

show system

Displays basic system information for the switch. Information includes a user-defined system description,
name, administrative contact, and location, as well as object ID, up time, and system services.

show system

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E.

Usage Guidelines

This command may be used when logged into the switch that performs either the primary or secondary
CMM role in a stack.

Examples
-> show system
System:
Description: 6.1.2.63.R02 Development, February 21, 2006.,
Object ID: 1.3.6.1.4.1.6486.800.1.1.2.1.6.1.2,
Up Time: 0 days 5 hours 20 minutes and 49 seconds,
Contact: Alcatel-Lucent, www.alcatel-lucent.com/enterprise/en,
Name: Kite_135,
Location: NMS_LABORATORY,
Services: 72,

Date & Time: FRI FEB 24 2006 16:21:30 (PST)

Flash Space:
Primary CMM:
Available (bytes): 31266816,
Comments : None

output definitions

System Description The description for the current system. This description shows the
current software version and the system date.

System Object ID The SNMP object identifier for the switch.

System Up Time The amount of time the switch has been running since the last system
reboot.

System Contact An user-defined administrative contact for the switch. This field is
modified using the system contact command.

System Name A user-defined text description for the switch. This field is modified

using the system name command.
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output definitions (continued)

System Location The user-defined physical location of the switch. This field is modified
using the system location command.

System Services The number of current system services.

System Date & Time The current system date and time. This field is modified using the
system date and system time commands.

Flash Space: Primary CMM:  The available flash memory space available on the switch’s primary

Available (bytes) management module.
Flash Space: Primary CMM: Comments regarding the available flash memory space available on the
Comments switch’s primary management module, if applicable.

Release History

Release 6.1; command was introduced.

Related Commands

system contact Specifies the switch’s administrative contact (e.g., an individual or a
department).

system name Modifies the switch’s current system name.

system location Specifies the switch’s current physical location.

MIB Obijects

system

systemContact
systemName
systemLocation
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show hardware info

Displays the current system hardware information. Includes CPU, flash, RAM, NVRAM battery, jumper
positions, BootROM, and miniboot and FPGA information.

show hardware info

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported

OmniSwitch 6400, 6850, 6855, 9000, 9000E.

Usage Guidelines

This command may be used when logged into the switch that performs either as the primary or secondary

CMM role in a stack.

Examples

-> show hardware info
CPU Type

Flash Manufacturer

Flash size

RAM Manufacturer

RAM size

NVRAM Battery OK ?
BootROM Version

Backup Miniboot Version
Default Miniboot Version
Product 1D Register
Hardware Revision Register
CPLD Revision Register
XFP Module 1D

output definitions

- PowerPC 8245,

: TOSHIBA,

> 67108864 bytes (64 MB),

> (null),

I 268435456 bytes (256 MB),
: YES,

: 6.1.2.20.R02 ,
: 6.1.2.20.R02,
: 6.1.2.20.R02,
- 54

- 00

- 06

- 02

CPU Type
Flash Manufacturer
Flash size

RAM Manufacturer
RAM size

The manufacturer and model number of the CPU used on the CMM.
The manufacturer of the flash memory used on the CMM.

The total amount of flash memory (i.e., file space) on the CMM. This
field specifies the total flash memory size only and does not indicate
the amount of memory free or memory used.

The manufacturer of the RAM memory used on the CMM.

The total amount of RAM memory on the CMM. This field specifies
the total RAM memory only and does not indicate the amount of mem-
ory free or memory used.
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output definitions (continued)

NVRAM Battery OK The current status of the NVRAM battery. If the battery is OK, YES is
displayed in this field. If the battery charge becomes low, NO is dis-
played in this field.

BootROM Version The current BootROM version.

Backup Miniboot Version The current backup miniboot version.
Default Miniboot Version The current default miniboot version.
Product ID Register The register number of the product ID.
Hardware Revision Register ~ The register number of the hardware revision.
CPLD Revision Register The register number of the CPLD revision.
XFP Module ID The ID number of the XFP module.

Release History

Release 6.1; command was introduced.

Related Commands

show chassis Displays the basic configuration and status information for the switch
chassis.
show cmm Displays the basic hardware and status information for CMM modules

running in the chassis.

MIB Obijects

systemHardware

systemHardwareBootCpuType
systemHardwareFlashMfg
systemHardwareFlashSize
systemHardwareMemoryMfg
systemHardwareMemorySize
systemHardwareNVRAMBatterylLow
systemHardwareJumper InterruptBoot
systemHardwareJumperForceUartDefaults
systemHardwareJumperRunExtendedMemoryDiagnostics
systemHardwareJumperSpare
systemHardwareBootRomVersion
systemHardwareBackupMiniBootVersion
systemHardwareDefaultMiniBootVersion
systemHardwareFpgaVersionTable
systemHardwareFpgaVersionEntry
systemHardwareFpgaVersionlndex
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show chassis

Displays the basic configuration and status information for the switch chassis.

show chassis [number]

Syntax Definitions

number Specifies the slot (i.e., switch) number within a stack of switches. The
valid range of slot numbers is 1-8, depending on the size of the stack.

Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E.

Usage Guidelines

¢ This command may be used when logged into either the primary or secondary CMM.

e The number parameter is not an option when using this command on a standalone switch or chassis.

Examples

-> show chassis

Chassis 1
Model Name: 0S6850-48,
Description: 10/100/1000,
Part Number: 902274-10,
Hardware Revision: 002,
Serial Number: E23L9052,
Manufacture Date: JUN 09 2004,
Admin Status: POWER ON,
Operational Status: UP,
Number OFf Resets: 115

Chassis 2
Model Name: 0S6850-48,
Description: 10/100/1000,
Part Number: 902274-10,
Hardware Revision: 004,
Serial Number: 43210008,
Manufacture Date: SEP 08 2004,
Admin Status: POWER ON,
Operational Status: up,
Number Of Resets: 115
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Chassis 3
Model Name:
Description:
Part Number:
Hardware Revision:
Serial Number:
Manufacture Date:
Admin Status:
Operational Status:
Number Of Resets:

output definitions

0S6850-48,
10/100/1000,
902274-10,
002,
E23L9037,
JUN 09 2004,
POWER ON,
up,

115

Model Name
Description

Part Number
Hardware Revision
Serial Number
Manufacture Date
Admin Status

Operational Status
Number of Resets

The factory-set model name for the switch. This field cannot be modi-
fied.

The factory-set description for the switch. This field cannot be modi-
fied.

The Alcatel-Lucent part number for the chassis.
The hardware revision level for the chassis.

The Alcatel-Lucent serial number for the chassis.
The date the chassis was manufactured.

The current power status of the chassis. Because chassis information is
obtained from a running CMM, the value will always be POWER ON.

The current operational status of the chassis.

The number of times the CMM has been reset (i.e., reloaded or reboo-
ted) since the last cold boot of the switch.

Release History

Release 6.1; command was introduced.

Related Commands

show hardware info
show power

show fan

MIB Objects

chasChassisTable

chasFreeSlots
chasPowerlLeft

Displays the current system hardware information.

Displays the hardware information and current status for chassis power
supplies.

Displays the current operating status of chassis fans.
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show cmm

Displays basic hardware and status information for the CMM modules in a standalone switch or the
switches that perform the CMM role running in a stack.

show cmm [number]

Syntax Definitions

number Specifies the CMM slot number within a standalone switch or the CMM
switch number within a stack switches.

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E.

Usage Guidelines

e On OmniSwitch chassis-based switches, a CMM installed in the left CMM slot position is defined as
CMM-A. A CMM installed in the right position is CMM-B. CMM modules on these switches are made
up of two subcomponents: the fabric board and the processor board. The fabric board is CMM
subcomponent 1; the processor board is subcomponent 2.

e On OmniSwitch chassis-based switches, a CMM installed in the top CMM slot position is defined as
CMM-A. A CMM installed in the bottom position is CMM-B.

e On OmniSwitch chassis-based switches, CMM information is displayed separately for each
subcomponent. For example, on OmniSwitch 9000 switches, CMM-A-1 refers to the fabric board of a
CMM installed in the left position; on OmniSwitch 9000 switches CMM-A-2 refers to the processor
board of the same CMM.

e If a switch, which performs a secondary CMM role is installed and runs in a stack, the hardware and
status information for both the switches that perform the primary and secondary CMM role will be
displayed.

e This command may be used when logged into the switch that performs either the primary or secondary
CMM role in a stack.
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Examples

-> show cmm
CMM in slot 1

Model Name:
Description:

Part Number:
Hardware Revision:
Serial Number:
Manufacture Date:
Firmware Version:
Admin Status:
Operational Status:
Power Consumption:

Power Control Checksum:

MAC Address:

output definitions

0S6850-U24,
10/100/1000,
902271-10,
002,
E23L9059,
JUN 08 2004,
N/ZA,

POWER ON,
upP,

o,

0x0,
00:d0:95:a3:e5:09,

Model Name

Description

Part Number
Hardware Revision
Serial Number
Manufacture Date
Firmware Version
Admin Status

Operational Status
Power Consumption
Power Control Checksum
MAC Address

The model name of the switch. Note that on OmniSwitch chassis-based
switches, CMM modules are made up of two major

subcomponents: the fabric board and the processor board. Fabric
boards are denoted as OS9*00-CMM and processor boards are denoted
as CMM-PROC. Information for each board is displayed separately.

A factory-defined description of the associated board (e.g., BBUS
Bridge or PROCESSOR).

The Alcatel-Lucent part number for the board.
The hardware revision level for the board.

The Alcatel-Lucent serial number for the board.
The date the board was manufactured.

The firmware version for the board’s ASICs.

The current power status of the CMM. Because information is obtained
from a running CMM, the value will always be POWER ON.

The current operational status of the CMM.
The current power consumption for the CMM.
The current power control checksum for the corresponding CMM.

The MAC address assigned to the chassis. This base chassis MAC
address is a unique identifier for the switch and is stored on an
EEPROM card in the chassis. It is not tied to the CMM. Therefore, it
will not change if the CMM is replaced or becomes secondary. The
MAC address is used by the Chassis MAC Server (CMS) for allocation
to various applications. Refer to the “Managing MAC Addre

sses and Ranges” chapter of the OmniSwitch AOS Release 6 Switch
Management Guide for more information.

Release History

Release 6.1; command was introduced.
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Related Commands

show chassis

show ni

show module

show module long
show module status

show system

Displays the basic configuration and status information for the switch
chassis.

Displays the basic hardware and status information for Network Inter-
face (NI) modules currently installed in the switch.

Displays the basic information for either a specified module or all the
modules installed in the chassis.

Displays the detailed information for either a specified module or all
modules installed in the chassis.

Displays the basic status information for either a specified module or all
modules installed in the chassis.

Displays the status and configuration of Switch Fabric Modules (SFMs)
on OmniSwitch chassis-based switches.
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show ni

Displays the basic hardware and status information for Network Interface (NI) modules currently installed
in a standalone switch or in a stack.

show ni [number]

Syntax Definitions

number The slot number for a specific NI module installed in a standalone chas-
sis or the switch number within a stack. If no slot number is specified,
information for all the NI modules is displayed.

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E.

Usage Guidelines

This command may be used when logged into the switch that performs either the primary or secondary
CMM role in a stack.

Examples

-> show ni 1
Module in slot 1

Model Name: 0S9-GNI-C20L,
Description: RJ45(Upgd)SFP,
Current mode of 10G ports: uplink,

Mode of 10G ports at next boot:stacking,

Part Number: 902434-90,
Hardware Revision: AO07,

Serial Number: HO3Q0008,
Manufacture Date: JAN 31 2007,
Firmware Version:

Admin Status: POWER ON,
Operational Status: up,

Power Consumption: 49,

Power Control Checksum: 0x0,

MAC Address: 00:e0:bl1l:6a:43:10,
ASIC - Physical 1: BCM56504 B2
CPLD - Physical 1: 0010700

UBOOT Version : 6.1.5.354_R0O1
UBOOT-miniboot Version : No Miniboot
POE SW Version : n/a

C20L Upgd FailCount : 0
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output definitions

Model Name
Description

Part Number
Hardware Revision
Serial Number

Manufacture Date
Firmware Version
Admin Status

Operational Status

Power Consumption
Power Control Checksum
MAC Address

ASIC - Physical

CPLD - Physical

UBOOT Version
UBOOT-miniboot Version
POE SW Version

C20L Upgd FailCount

The NI’s module name. For example, OS9-GNI-C24 indicates a twenty
four-port 10/100/1000BaseT Ethernet module.

A general description of the NI. For example, 24pt 10/100/1000BaseT
Mod indicates a twenty four-port 10/100/1000BaseT Ethernet module.

The Alcatel-Lucent part number for the NI.
The hardware revision level for the NI.

The Alcatel-Lucent serial number for the NI’s printed circuit board
(PCB).

The date the NI was manufactured.
The firmware version for the NI’s ASICs.

The current power status of the NI. Options include POWER ON or
POWER OFF.

The operational status of the NI. Options include UP or DOWN. The
operational status can be DOWN while the power status is on, indicat-
ing a possible software issue.

The current power consumption for the CMM.

The current power control checksum for the corresponding NI.
The MAC address assigned to the NI.

General information regarding the NI module’s ASICs.
General information regarding the CPLD.

UBOQOT version of the NI.

UBOOT-miniboot version of the NI.

POE software version of the NI (POE modules only).

The number of failed upgrade attempts (C20L modules that have
attempted to be upgraded only).

Release History

Release 6.1; command was introduced.

Release 6.1.5; fields added.
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Related Commands

reload ni Reloads (i.e., reboots) a specified Network Interface (NI) module.

power ni Turns the power on or off for a specified Network Interface (NI)
module.

show module Displays the basic information for either a specified module or all mod-
ules installed in the chassis.

show module long Displays the detailed information for either a specified module or all
modules installed in the chassis.

show module status Displays the basic status information for either a specified module or all

modules installed in the chassis.

MIB Obijects
chasEntPhysOperStatus
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show module

Displays the basic information for either a specified module or all modules installed in a standalone switch
chassis or a stack. Modules include switches performing the primary and secondary CMM roles and
Network Interface (NI) in a stack.

show module [number]

Syntax Definitions

number The slot number for a specific module installed in a standalone switch
chassis or the switch number within a stack. If no slot number is speci-
fied, information for all modules is displayed.

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E.

Usage Guidelines

This command may be used when logged into the switch that performs either the primary or secondary
CMM role in a stack.

Examples
-> show module
HW MFg
Slot Part-Number Serial # Rev Date Model Name
——————— PRy
CMM-1 902271-10 E23L9059 002 JUN 08 2004 0S6850
NI-1 902271-10 E23L9059 002 JUN 08 2004 0S6850
output definitions
Slot The chassis slot position of the module. For detailed slot numbering

information, refer to the “Chassis and Power Supplies” chapter of the
Hardware User Manual. Refer to page 2-36 for additional information
on CMM location callouts.

Part-Number The Alcatel-Lucent part number for the module.

Serial # The Alcatel-Lucent serial number for the module.

Rev The hardware revision level for the module.

Date The date the module was manufactured.

Model Name The descriptive name for the module. For example, 0S9-GNI-U24

indicates a twenty four-port Gigabit Ethernet module.
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Release History

Release 6.1; command was introduced.

Related Commands

show module long Displays the detailed information for either a specified module or all
modules installed in the chassis.
show module status Displays the basic status information for either a specified module or all

modules installed in the chassis.
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show module long

Displays the detailed information for either a specified module or all the modules installed in a standalone
switch chassis or a stack. Modules include switches performing the primary and secondary CMM roles

and Network Interface (NI) in a stack.

show module long [number]

Syntax Definitions

number

Defaults
N/A

Platforms Supported

OmniSwitch 6400, 6850, 6855, 9000, 9000E.

Usage Guidelines

¢ When a module with a daughter board is viewed using the show module long command

The slot number for a specific module installed in a standalone switch
chassis or the switch number within a stack. If no slot number is speci-
fied, detailed information for all the modules is displayed.

(e.g., an OS9-GNI-C24 module provides 24 10/100/1000 BaseT auto-sensing twisted-pair ports),
information for the daughter board is also displayed.

e When a particular NI module is specified in the command line, output is the same as that of the

show ni command.

This command may be used when logged into the switch that performs either the primary or secondary

CMM role in a stack.

Examples

-> show module long
CMM in slot 1
Model Name:
Description:
Part Number:
Hardware Revision:
Serial Number:
Manufacture Date:
Firmware Version:
Admin Status:
Operational Status:
Power Consumption:

Power Control Checksum:

MAC Address:

Module in slot 1
Model Name:
Description:

0S6850-U24,
10/100/1000,
902271-10,
002,
E23L9059,
JUN 08 2004,
N/A,

POWER ON,
upP,

0,

0x0,
00:d0:95:a3:e5:09,

0S6850-U24,
10/100/1000,
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Part Number:

Hardware Revision:
Serial Number:
Manufacture Date:
Firmware Version:

Admin Status:
Operational Status:
Power Consumption:
Power Control Checksum:
MAC Address:

ASIC - Physical 1 (hex):
ASIC - Physical 2 (hex):
ASIC - Physical 3 (hex):
CPLD - Physical 1 (hex):

output definitions

902271-10,
002,
E23L9059,
JUN 08 2004,
N/A,

POWER ON,
upP,

200,

0x0,
00:d0:95:a3:e5:0b,
BCM5695_A1,
BCM5695_A1,
BCM5670_A1
0006700

Model Name
Description

Part Number
Hardware Revision
Serial Number

Manufacture Date
Firmware Version
Admin Status

Operational Status

Power Control Checksum
MAC Address

ASIC - Physical

CPLD - Physical

The NI’s module name. For example, OS9-GNI-C24 indicates a twenty
four-port 10/100/1000BaseT Ethernet module.

A general description of the NI. For example, 24pt 10/100/1000BaseT
Mod indicates a twenty four-port 10/100/1000BaseT Ethernet module.

The Alcatel-Lucent part number for the NI.
The hardware revision level for the NI.

The Alcatel-Lucent serial number for the NI’s printed circuit board
(PCB).

The date the NI was manufactured.
The firmware version for NI’s ASICs.

The current power status of the NI. Options include POWER ON or
POWER OFF.

The operational status of the NI. Options include UP or DOWN. The
operational status can be DOWN while the power status is on, indicat-
ing a possible software issue.

The current power control checksum for the corresponding NI.
The MAC address assigned to the NI.

General information regarding the NI’s ASICs.

General information regarding the CPLD.

Release History

Release 6.1; command was introduced.

Related Commands

show module

show module status

Displays the basic information for either a specified module or all mod-
ules installed in the chassis.

Displays the basic status information for either a specified module or all
modules installed in the chassis.
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show module status

Displays the basic status information for either a specified module or all modules installed in a standalone
switch chassis or a stack. Modules include switches performing the primary and secondary CMM roles
and Network Interface (NI) in a stack.

show module status [number]

Syntax Definitions

number The slot number for a specific module installed in a standalone switch
chassis or the switch number within a stack. If no slot number is speci-
fied, status information for all modules is displayed.

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E.

Usage Guidelines

This command may be used when logged into the switch that performs either as the primary or secondary
CMM role in a stack.

Examples
-> show module status

Operational Firmware
Slot Status Admin-Status Rev MAC
—————— Ry S
CMM-1 up POWER ON N/A 00:d0:95:a3:e5:09
NI-1 uP POWER ON N/A 00:d0:95:a3:e5:0b

output definitions

Slot The chassis slot position of the module. For detailed slot numbering
information, refer to the “Chassis and Power Supplies” chapter of the
Hardware User Guide. Refer to page 2-36 for additional information
on CMM callouts.

Operational Status The operational status of the module. Options include UP or DOWN.
For NI and secondary CMM modules, the operational status can be
DOWN while the power status is on, indicating a possible software
issue.

Admin-Status The current power status of the module. Options include POWER ON
or POWER OFF.
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output definitions (continued)

Firmware Rev The firmware version for module’s ASICs.

MAC For the CMM, the base chassis MAC address is displayed. For detailed
information on this base chassis MAC address, refer to the “Managing
MAC Addresses and Ranges” chapter of the OmniSwitch AOS Release
6 Switch Management Guide. For NI modules, the MAC address for the
corresponding NI is displayed.

Release History

Release 6.1; command was introduced.

Related Commands
show module Displays the basic information for either a specified module or all the
modules installed in the chassis.

show module long Displays the detailed information for either a specified module or all the
modules installed in the chassis.
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show power

Displays the hardware information and current status for chassis power supplies.

show power [supply] [number]

Syntax Definitions
supply Optional command syntax.

number The single-digit number for a specific power supply installed in the
chassis. If no power supply number is specified, information for all
power supplies is displayed.

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E.

Usage Guidelines

e When the show power command is entered on stackable switches, information is displayed only for
power supplies that are installed in the chassis and powered on. If a power supply is present in a power
supply bay, but the power supply is unplugged or its on/off switch is in the off position, the power
supply is not listed in the command output.

e On OmniSwitch chassis-based switches, power supplies are numbered from top to bottom. For
example, a power supply installed in the top position in the chassis is Power Supply 1, or PS-1.

e On OmniSwitch chassis-based switches, power supplies are numbered from left to right. For detailed
slot numbering information, see the “Chassis and Power Supplies” chapter of your Hardware Users

Guide.

Examples

-> show power

Slot PS \Wattage Type Status Location

e S Fom e - Fom e
1 600 AC upP Internal
2 600 AC upP Internal
3 _ _ _ -
4 600 1P uP External
5 600 1P upP External
6 600 1P upP External
7 600 1P upP External

-> show power 5
Module in slot PS-5
(Power Shelf slot 5)

Model Name: 0S-1PS-600A,
Description: ILPS AC,
Part Number: 902252-10,
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Hardware Revision: AO1,
Serial Number: E51P4078,
Manufacture Date: JAN 07 2005,

Operational Status: up,

Power Provision:

output definitions

600

Model Name
Description

Part Number
Hardware Revision
Serial Number
Manufacture Date
Type

Location
Operational Status

Power Provision

The power supply’s model number.

A description of the associated power supply. This field will reflect the
model name in most cases.

The Alcatel-Lucent part number for the power supply.

The hardware revision level for the power supply.

The Alcatel-Lucent serial number for the power supply.

The date the power supply was manufactured.

The type of power supply. Options include AC or IP.

The location of the power supply. Options include Internal or External.

The operational status of the power supply. Options include UP or
DOWN.

The number of Watts used by this power supply.

Release History

Release 6.1; command was introduced.

Related Commands

show chassis Displays the basic configuration and status information for the switch

chassis.

OmniSwitch CLI Reference Guide  September 2009 page 2-49



Chassis Management and Monitoring Commands

show fan

Displays the current operating status of chassis fans.

show fan [number]

Syntax Definitions

number Specifies the switch (slot) number of the chassis for stackable switches
or a fan number for chassis-based switches.

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 9000, 9000E

Usage Guidelines
e On chassis-based switches if no fan number is specified the status of all fans is displayed.

e On stackable switches if no switch number is specified the status of all fans for all switches is
displayed.

Examples

-> show fan

Chassis Fan Status

_______ S —
1 1 Running
1 2 Running
1 3 Running
2 1 Running
2 2 Running
2 3 Running

output definitions

Chassis The number of the switch in a stack.
Fan The fan number describing the fan position.
Status The current operational status of the corresponding fan.

Release History

Release 6.1; command was introduced.
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Related Commands

show temperature Displays the current operating chassis ambient temperature, as well as
current temperature threshold settings.
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show temperature

Displays the current operating chassis ambient temperature, as well as current temperature threshold
settings.

show temperature [number]

Syntax Definitions

number Specifies the slot (i.e., switch) number within the stack. The valid range
of slot numbers is 1-8, depending on the size of the stack.

Defaults

If a slot number is not specified with this command on an OmniSwitch stackable switch, temperature
information for all switches operating in the stack is displayed by default.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E.

Usage Guidelines

The number parameter is not an option when using this command on a single-chassis, standalone switch,
such as the OmniSwitch 9000 and 9000E.

Examples

-> show temperature

Temperature for chassis 1

Hardware Board Temperature (deg C) =41,
Hardware Cpu Temperature (deg C) = N/A,
Temperature Upper Threshold Range (deg C) = 15 to 80,
Temperature Upper Threshold (deg C) = 57,

Temperature Status = UNDER THRESHOLD,

Temperature Danger Threshold (deg C) = 80
Temperature for chassis 2

Hardware Board Temperature (deg C) = 40,

Hardware Cpu Temperature (deg C) = N/A,

Temperature Upper Threshold Range (deg C) = 15 to 80,

Temperature Upper Threshold (deg C) = 57,

Temperature Status = UNDER THRESHOLD,

Temperature Danger Threshold (deg C) = 80
Temperature for chassis 3

Hardware Board Temperature (deg C) = 40,

Hardware Cpu Temperature (deg C) = N/A,

Temperature Upper Threshold Range (deg C) = 15 to 80,

Temperature Upper Threshold (deg C) = 57,

Temperature Status = UNDER THRESHOLD,
Temperature Danger Threshold (deg C) 80
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output definitions

Hardware Board
Temperature

Hardware Cpu Temperature

Temperature Upper
Threshold Range

Temperature Upper
Threshold

Temperature Range

Temperature Danger
Threshold

The current chassis temperature as determined by the built-in tempera-
ture sensor. The temperature is displayed in degrees Centigrade (i.e.,
Celsius). This temperature is checked against the upper threshold value.
If the threshold is exceeded, a warning is sent to the user.

The current CPU temperature. The temperature is displayed in degrees
Centigrade (i.e., Celsius).

The supported threshold range. When you specify a threshold for the
switch via the temp-threshold command, values may range from
31-94.

The warning temperature threshold, in degrees Celsius. If the switch
reaches or exceeds this temperature, the primary switch or CMM’s
TEMP LED displays amber and a warning is sent to the user. Values
may range from 15-94 on stackable switches and 15-70 on
chassis-based switches. The default value is 60. For information on
changing the upper threshold value, refer to the temp-threshold com-
mand on page 2-25.

The current threshold status of the switch. Displays whether the switch
is UNDER THRESHOLD or OVER THRESHOLD. If the status is
OVER THRESHOLD, the primary CMM’s TEMP LED displays
amber and a warning is sent to the user.

The factory-defined danger threshold. This field is not configurable. If
the chassis temperature rises above 80 degrees Centigrade, the switch
will power off all Network Interface (NI) modules until the temperature
conditions (e.g., chassis air flow obstruction or ambient room
temperature) have been addressed and the switch is manually booted.

Release History

Release 6.1; command was introduced.

Related Commands

temp-threshold
show fan

MIB Obijects

chasChassisTable

chasHardwareBoardTemp
chasHardwareCpuTemp
chasTempRange
chasTempThreshold

chasDangerTempThreshold

Sets the chassis warning temperature threshold.
Shows the hardware information and current status for the chassis fans.
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show stack topology

Displays the current operating topology of switches within a stack.

show stack topology [slot-number]

Syntax Definitions

slot-number

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines
N/A

Examples

-> show stack topology

Optional syntax specifying a single slot number within the stack (1-8).
When a slot number is specified, topology information for only the
corresponding slot displays.

Link A Link A Link B Link B

NI Role State Saved Link A Remote Remote Link B Remote Remote
Slot State NI Port State NI Port

e Fom Fem Fom Fom—— Fom—— Fom Fom——— Fom——

1 PRIMARY RUNNING 1 uP 3 StackB UP 2 StackA

2 IDLE RUNNING 2 uP 1 StackB UP 3 StackA

3 SECONDARY RUNNING 3 uP 2 StackB UP 1 StackA

output definitions

NI

Role

The current slot position for each switch in the virtual chassis (i.e.,
stacked configuration). Note that the order of the slot numbers does not
necessarily correspond with the physical positions of switches within
the stack. In other words, slot position 1 may not be the uppermost (top)
switch in the stack. To manually assign these slot numbers via the CLI,
use the stack set slot command.

The current management role of the corresponding switch within the
stack. Options include PRIMARY (the switch is the primary manage-
ment module in the stack; standalone switches also display this role),
SECONDARY (the switch is the secondary—or backup—management
module in the stack), IDLE (the switch does not have a management
role but is operating normally as a network interface module within the
stack), PASS-THRU (the switch is operating in pass-through mode),
UNDEFINED (the switch’s current role is not known).
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output definitions (continued)

State

Saved Slot

Link A State

Link A Remote NI

Link A Remote Port

Link B State

Link B Remote NI

Link B Remote Port

The current operational state of the corresponding switch. Options
include RUNNING (the switch is up and operating normally),
DUP-SLOT (the switch has a duplicate saved slot number and has auto-
matically entered pass-through mode), CLR-SLOT (the switch has
been manually “cleared” via the stack clear slot command and is now
in pass-through mode), OUT-SLOT (the current stacked configuration
already has eight switches and therefore cannot accommodate this
switch), OUT-TOK (there are not enough unused tokens remaining in
the current stacked configuration to accommodate this switch),
UNKNOWN (the switch’s current state is not known).

The designated saved slot number for the corresponding switch. The
saved slot number is the slot position the switch will assume following
a reboot. A value of zero (0) indicates that the switch has been
“cleared” and, as a result, is designated for pass-through mode. To
assign saved slot numbers, use the stack set slot command. To clear a
switch and designate it for pass-though mode, use the stack clear slot
command.

The current status of the stacking cable link at the switch’s stacking
port A. Options include UP, DOWN, or UNKNOWN.

The slot number of the switch to which stacking cable A’s remote end
is connected. In other words, if a switch in slot position 1 displays a
Link A Remote NI value of 3, this indicates that the stacking cable
plugged into slot 1 stacking port A is connected to the slot 3 switch. If
no stacking cable link exists, the value 0 displays.

The specific stacking port to which stacking cable A’s remote end is
connected. Options include StackA, StackB, and 0. If stacking cable
A’s remote end is connected to stacking port B on the other switch, the
value displays StackB. If no stacking cable link exists, the value 0
displays.

The current status of the stacking cable link at the switch’s stacking
port B. Options include UP, DOWN, or UNKNOWN.

The slot number of the switch to which stacking cable B’s remote end
is connected. In other words, if a switch in slot position 6 displays a
Link A Remote NI value of 7, this indicates that the stacking cable
plugged into slot 6 stacking port B is connected to the slot 7 switch.

The specific stacking port to which stacking cable B’s remote end is
connected. Options include StackA, StackB, and 0. If stacking cable
B’s remote end is connected to stacking port B on the other switch, the
value displays StackB. If no stacking cable link exists, the value 0
displays.

Release History

Release 6.1; command was introduced.
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Related Commands

show stack status Displays the current redundant stacking cable status and token availabil-
ity for a stacked configuration.

MIB Obijects

alaStackMgrChassisTable

alaStackMgrSlotNINumber
alaStackMgrSlotCMMNumber
alaStackMgrChasRole
alaStackMgrLocalLinkStateA
alaStackMgrRemoteNISIotA
alaStackMgrRemotelLinkA
alaStackMgrLocalLinkStateB
alaStackMgrRemoteN1SlotB
alaStackMgrRemotelLinkB
alaStackMgrChasState
alaStackMgrSavedSlotNINumber
alaStackMgrCommandAction
alaStackMgrCommandStatus
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show stack status

Displays the current redundant stacking cable status and token availability for a stacked configuration.

show stack status

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines
N/A

Examples
-> show stack status
Redundant cable status

Tokens used
Tokens available

output definitions

I present
- 8
24

Redundant cable status

Tokens used

Tokens available

Indicates whether a redundant stacking cable is currently installed.
Options include present and not present. To provide added resiliency
and redundancy, it is strongly recommended that a redundant stacking
cable is connected from the top switch in the stack to the bottom switch
in the stack at all times. For more information on stack redundancy;,
refer to the Hardware Users Guide.

The number of tokens used in the current stacked configuration. Each
virtual chassis (also referred to as a stacked configuration) is allocated a
number of tokens per stack. If a switch is added to a stack in which
there are not enough tokens available, the incoming switch is automati-
cally placed in pass-though mode. For detailed information on stack-
related topics, including tokens and pass-through mode, refer to the
Hardware Users Guide.

The number of remaining tokens for any incoming switches in a stack.

Release History

Release 6.1; command was introduced.
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Related Commands

show stack topology Displays the current operating topology of switches within a stack.

MIB Obijects

alaStackMgrStackStatus
alaStackMgrTokensUsed
alaStackMgrTokensAvailable
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hash-control

Configures the hash control method on the switch. Depending upon this configuration, hashing algorithm
used by various applications for packet forwarding will be affected.

hash-control {brief | extended} [udp-tcp-port]

hash-control extended no udp-tcp-port

Syntax Definitions

brief Sets hashing to brief mode.
extended Sets hashing to extended mode.
udp-tcp-port Sets hashing to use UDP/TCP ports.
Defaults

parameter default

hash-control (6400/6850/6855)  brief

hash-control (9000/9000E) extended

udp-tcp-port disabled

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E.

Usage Guidelines

e Itis recommended to disable TCP-UDP port hashing when Server Load Balancing is configured due to
SLB’s use of dynamic port assignments.

¢ The hash control setting also impacts the fabric load balancing for Chassis based products. It is recom-
mended not to set brief hashing mode on Chassis based products.

e Changing the hash control mode affects the hashing algorithm for Link Aggregation, Server Load
Balancing and EMCP.

¢ The hashing mode must be set to extended to enable UDP/TCP port hashing.

Examples

-> hash-control brief

-> hash-control extended

-> hash-control extended udp-tcp-port
-> hash-control extended no udp-tcp-port

Release History

Release 6.4.2; command was introduced.
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Related Commands

show hash-control Displays the current hash control setting for the switch.

MIB Obijects

alaChasHashMode
alaChasUdpTcpPortMode
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show hash-control

Displays the current hash control settings for the switch.

show hash-control

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines
N/A

Examples

-> show hash-control

Hash Mode = brief,
Udp-Tcp-Port = disabled

output definitions

Hash Mode The current hash mode.
Udp-Tcp-Port Status of UDP/TCP hashing

Release History

Release 6.4.2; command was introduced.

Related Commands

hash-control Configures the hash mode of the switch..

MIB Objects

alaChasHashMode
alaChasUdpTcpPortMode
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license apply

Activates the license for licensed protocols on the switch.

license apply

Syntax Definitions
NA

Defaults

By default licensed protocols are not activated on the switch.

Platforms Supported
OmniSwitch 9000E

Usage Guidelines
e Currently, MPLS is the only licensed feature on an OmniSwitch.
e Ensure the license file ImLicense.dat is placed in the /flash directory of the primary CMM.

e When the license apply command is issued, the switch displays a message to ensure the installation.
Enter ‘Y’ to apply the license and reboot the switch.

e Use show license file command to verify the installed license.

Examples

-> license apply

The switch will reboot after the license is applied.
Are you sure you want to proceed(Y/N)?

Y

Release History

Release 6.4.2; command was introduced.

Related Commands

show license info Displays all the licensed applications installed on the switch.
show license file Displays the license file information of the switch.

MIB Objects

aluLicenseManagerApplyLicense
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show license info

Displays all the licensed applications installed on the switch.

show license info

Syntax Definitions
NA

Defaults
NA

Platforms Supported
OmniSwitch 9000E

Usage Guidelines
e Use this command to verify which licenses are installed on the switch.

e The number of days remaining is determined only by the switch up time. If a switch is turned off the
Time Remaining is not decremented.

Examples

->show license info
Application License Type
_____________ R
MPLS Permanent

output definitions

Application Displays the name of the licensed applications installed on the switch.
Type The type of license.

Release History

Release 6.4.2; command was introduced.

Related Commands

show license file Displays the license file information of the switch.

MIB Obijects

aluLicenseManageriInfoTable
aluLicenseedApplication
aluLicenseType
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show license file

Displays the information contained in the license file.

show license file

Syntax Definitions
NA

Defaults
NA

Platforms Supported
OmniSwitch 9000E

Usage Guidelines
e Use this command to display the contents of the ImLicense.dat license file.

e The ImLicense.dat file can contain licenses for other switches.

Examples

-> show license file

MAC Address Application
__________________ S
00:d0:95:d5:e6:01 MPLS
00:d0:95:d5:e6:0a MPLS
00:d0:95:d5:e6:0b MPLS
00:d0:95:d5:e6:0c* MPLS

* - indicates entry applicable for local switch

output definitions

MAC Address Displays the base MAC address of the switch. An asterisk indicates the
MAC address of the local switch.
Application Displays the name of the licensed application.

Release History

Release 6.4.2; command was introduced.
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Related Commands

show license info Displays all the licensed applications installed on the switch.

MIB Obijects

aluLicenseManagerFilelnfoTable
aluSwitchMacAddress
aluLicensedFileApplication
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3 Chassis MAC Server (CMS)
Commands

The Chassis MAC Server (CMS) manages MAC addresses on the switch. The MAC addresses managed
via the CMS are used as identifiers for the following functions:

e Base chassis MAC address
e FEthernet Management Port (EMP)
e VLAN router ports

Similar to IP addresses, MAC addresses are assigned by the Internet Assigned Numbers Authority (IANA)
and distributed to users in sequential blocks. A sequential block of MAC addresses is referred to as a MAC
address range.

The MAC address range is stored on the switch’s EEPROM. The switch supports one MAC address range
only. By default, this MAC address range contains thirty-two (32) factory-installed, contiguous MAC
addresses. Users may add additional MAC addresses; the maximum capacity for the switch’s default range
is 256 MAC addresses.

In stackable switches, CMS is responsible for sharing the base MAC address of the primary switch with all
the other switches in the stack. This helps the secondary switch to retain the same MAC address during
takeover.This is called MAC Address Retention.

Note. MAC Retention is supported on the OmniSwitch 6850 Series and OmniSwitch 6400 Series
switches.

MIB information for the Chassis MAC Server commands is as follows:

Filename: AlcatelIND1MacServer.MIB
Module: Alcatel-IND1-MAC-SERVER-MIB

A summary of the available commands is listed here:

mac-range eeprom
mac-retention status
mac-retention dup-mac-trap
mac release

show mac-range

show mac-range alloc

show mac-retention status

OmniSwitch CLI Reference Guide  September 2009 page 3-1



Chassis MAC Server (CMS) Commands

mac-range eeprom

Modifies the default MAC range on the switch’s EEPROM.

Note. Use caution when modifying the default MAC range. Improper use of this command can disable
your system and adversely affect your network. Contact Alcatel-Lucent Customer Support for further
assistance.

mac-range eeprom start_mac_address count

Syntax Definitions

start_mac_address The first MAC address in the modified range. Enter the MAC address in
the following format: Xx:xXx:xX:XX:Xx:xx, where X is a hex value (0-f).

count Specifies the number of MAC addresses in the range (1-256).

Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e Because the factory-installed 32 MAC addresses are sufficient for most network configurations, this
command should only be used by qualified network administrators for special network requirements.

e After modifying a MAC address range by using the mac-range eeprom command, you must reboot
the switch. Otherwise, MAC addresses for existing VLAN router ports will not be allocated properly.

e All MAC addresses in a range must be contiguous (i.e., there cannot be any gaps in the sequence of
MAC addresses).

Examples
-> mac-range eeprom 00:20:da:23:45:35 32

Release History

Release 6.1; command was introduced.
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Related Commands

show mac-range Displays the MAC range table.

MIB Obijects

chasMacAddressRangeTable

chasMacRange Index
chasGlobalLocal
chasMacAddressStart
chasMacAddressCount
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mac-retention status

Enables or disables the MAC retention status.

mac-retention status {enable | disable}

Syntax Definitions

enable Enables the administrative status of MAC retention.
disable Disables the administrative status of MAC retention.
Defaults

Parameter Status

enable | disable disable

Platforms Supported
OmniSwitch 6400, 6850, 6855-U24X

Usage Guidelines

¢ When MAC retention is enabled, the stack uses the MAC address of the primary switch even after it
has failed.

e When the administrative status of MAC retention is enabled, the stack performance is enhanced.

Examples

-> mac-retention status enable

Release History

Release 6.2.1; command was introduced.

Related Commands

show mac-retention status Displays the MAC retention status.

MIB Objects

chasMacAddrRetentionObjects
chasMacAddrRetentionStatus
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mac-retention dup-mac-trap

Enables or disables the duplicate MAC address trap status.

mac-retention dup-mac-trap {enable | disable}

Syntax Definitions

enable Enables the duplicate MAC address trap status.
disable Disables the duplicate MAC address trap status.
Defaults

Parameter Status

enable | disable disable

Platforms Supported
OmniSwitch 6400, 6850, 6855-U24X

Usage Guidelines

If the old primary switch is not detected and included in the stack within a pre-defined time period, an
SNMP trap will be generated.

Examples

-> mac-retention dup-mac-trap enable

Release History

Release 6.2.1; command was introduced.

Related Commands

show mac-retention status Displays the MAC retention status.

MIB Objects

chasMacAddrRetentionObjects
chasPossibleDuplicateMacTrapStatus
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mac release

Releases the MAC address currently being used as the primary base MAC address.

mac release

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855-U24X

Usage Guidelines

The MAC address is released only if the address has not been derived from the EEPROM (i.e., it should be
a retained MAC address of the old primary switch).

Examples

-> mac release

Release History

Release 6.2.1; command was introduced.

Release 6.3.1; mac-retention keyword was replaced with the mac keyword.
Related Commands

N/A

MIB Objects

chasMacAddrRetentionObjects
chasMacAddrRetentionStatus
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show mac-range

Displays the MAC range table.

show mac-range [index]

Syntax Definitions

index Identifies the MAC range by referring to its position in the MAC range
table.

Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

Because the switch currently supports one MAC address range only, index position 1 displays.

Examples

-> show mac range

Mac Local/

Range Row Status Global Start Mac Addr End Mac Addr
————— Ry
01 ACTIVE GLOBAL 00:d0:95:6a:79:6e 00:d0:95:6a:79:8d

output definitions

Mac Range The MAC range index number (1). Because the switch currently sup-
ports one MAC address range only, index position 1 displays.
Row Status The current status of the MAC range. The status ACTIVE refers to

MAC addresses that are available for allocation to VLAN router ports
and other applications.

Local/Global The Local/Global status for MAC addresses in the range. Local MAC
addresses have the local bit set in the first byte of the address. Global
MAC addresses (also referred to as EEPROM MAC addresses) have
the global bit set in the first byte of the address and are stored on the
switch’s EEPROM. Because the switch’s default MAC range is stored
on EEPROM, the status GLOBAL displays.

Start Mac Addr The first MAC address in the MAC address range.
End Mac Addr The last MAC address in the MAC address range.

Release History

Release 6.1; command was introduced.
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Related Commands

mac-range eeprom Modifies the default MAC range on the switch’s EEPROM.

MIB Obijects

chasMacAddressRangeTable

chasMacRange Index
chasGlobalLocal
chasMacAddressStart
chasMacAddressCount
chasMacRowStatus
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show mac-range alloc

Displays all allocated addresses from the MAC range table.

show mac-range [index] alloc

Syntax Definitions

index Identifies the MAC range by referring to its position in the MAC range
table. Currently, index position 1 only is supported.

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

If you are assigning VLAN router ports while the switch is in single MAC router mode, all VLAN router
ports will use the base chassis MAC address (ID value 0).

Examples

-> show mac-range alloc

Range Mac Address Application 1d
_—— o - S —
01 00:d0:95:6b:09:40 CHASSIS 0
01 00:d0:95:6b:-09:41 802.1X 0
01 00:d0:95:6b:09:5F CHASSIS 1

output definitions

Range The MAC range’s index number. The index number refers to the posi-
tion of the range in the MAC range table. Values may range from
1-20. MAC ranges are divided by index number into four distinct cate-
gories. Refer to page 3-7 for more information.

Mac Address Current MAC address allocated for a specific application.
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output definitions (continued)

Application

The application for which the allocated MAC address is being used.
Current options include VLAN, 802.1X, and CHASSIS. VLAN refers
to MAC addresses allocated to VLAN router ports in multiple MAC
router mode. CHASSIS refers to MAC addresses used for the base
chassis MAC address and the Ethernet Management Port (EMP).

An ID number used to identify an allocated MAC address. ID numbers
are used for the base chassis MAC address and Ethernet Management
Port (EMP), as well as VLAN router ports. The ID value 0O is reserved
for the switch's base chassis MAC address. The ID value 1 is reserved
for the EMP MAC address. Router ports assigned to VLANS 2 through
4094 are given corresponding MAC IDs. For example, a router port
configured on VLAN 44 receives an allocated MAC ID of 44. Because
default VLAN 1 router ports use the base chassis MAC address by
default, any router port configured on VLAN 1 is assigned the ID
value 0.

Release History

Release 6.1; command was introduced.

Related Commands

mac-range eeprom

MIB Objects

ChasMacAddressAllocTable

chasAppld

chasObjectld
chasAllocMacRange Index
chasAl locMacAddress

Modifies the default MAC range on the switch’s EEPROM.
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show mac-retention status

Displays the MAC retention status.

show mac-retention status

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855-U24X

Usage Guidelines

¢ If the administrative status of MAC retention is not configured, it will be displayed as disabled by
default.

¢ If the administrative status of the duplicate MAC address trap is not configured, it will be displayed as
disabled by default.

e If the source of the currently used MAC address is not configured, it will be displayed as EEPROM by
default.

Examples

-> show mac-retention status
MAC RETENTION STATUS

Admin State : Enabled

Trap admin state : Enabled

Current MAC address : 00:0a:0b:0c:0d:0e
MAC address source : Retained
Topology Status : Ring present

output definitions

Admin State Displays the administrative status of MAC retention (Enabled or Dis-
abled).

Trap admin state Displays the administrative status of the duplicate MAC address trap
(Enabled or Disabled).

Current MAC address Displays the MAC address currently used by the switch.

MAC address source Displays the source of the currently used MAC address. Options
include EEPROM and Retained.

Topology Status Displays the topology status of the stack. Options include Ring present

and Ring Not Present.
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Release History

Release 6.2.1; command was introduced.
Release 6.3.1; EEPROM MAC Address field was deleted.

Related Commands

mac-retention status Enables or disables the MAC retention status.
mac-retention dup-mac-trap  Enables or disables the duplicate MAC address trap status.

MIB Obijects

chasMacAddrRetentionObjects

chasMacAddrRetentionStatus
chasPossibleDuplicateMacTrapStatus
chasRingStatus
chasBaseMacAddrSource
chasBaseMacAddr
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4 Power over Ethernet (PoE)
Commands

The Power over Ethernet (PoE) feature is supported on OmniSwitch chassis-based switches using
PoE-capable Ethernet modules and a peripheral power shelf as well as on OmniSwitch PoE capable
switches. Refer to the OmniSwitch Hardware Users Guide for further details.

Note on Terminology. There are several general terms used to describe this feature. The terms Power
over Ethernet (PoE), Power over LAN (PoL), Power on LAN (PoL), and Inline Power are synonymous
terms used to describe the powering of attached devices via Ethernet ports. For consistency, this chapter
and the OmniSwitch CLI Reference Guide refer to the feature as Power over Ethernet (PoE).

Additional terms, such as Powered Device (PD) and Power Source Equipment (PSE) are terms that are not
synonymous, but are directly related to PoE.

e PD refers to any attached device that uses a POE data cable as its only source of power. Examples
include access points such as IP telephones, Ethernet hubs, wireless LAN stations, etc.

e PSE refers to the actual hardware source of the electrical current for PoE such as OmniSwitch chassis-
based switches with POE modules or OmniSwitch PoE capable switches.

PoE commands documented in this section comply with IEEE 802.3, 802.af, and pre-802.3at.
MIB information for the POE commands is as follows:

Filename: AlcatelIND1lInLinePowerEthernet_mib
Module: ~ ALCATEL-IND1-INLINE-POWER-MIB

Filename: AalETF_HUBMIB_POWER_ETHERNET_DRAFT_mib
Module: ~ POWER-ETHERNET-MIB
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A summary of the available commands is listed here:

lanpower start

lanpower stop

lanpower power

lanpower maxpower

lanpower priority

lanpower priority-disconnect
lanpower slot-priority

lanpower redundant-power
lanpower capacitor-detection
show lanpower

show lanpower capacitor-detection
show lanpower priority-disconnect
show lanpower slot-priority
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lanpower start

Activates Power over Ethernet on a single specified POE port or on all PoE ports in a specified slot.

lanpower start {slot/port[-port2] | slot}

Important. Inline power is not activated until the lanpower start slot syntax is issued for the applicable
POE slot(s).

Syntax Definitions

slot/port Activates inline power on the specified POE port only. This syntax is
used to re-enable power to an individual port that has been manually
turned off via the lanpower stop command.

port2 The last port number in a range of ports that you want to configure on
the same slot (e.g, 3/1-4 specifies ports 1-4 on slot 3).

slot Activates inline power on all PoE ports in the corresponding slot.

Defaults

Power over Ethernet operational status is globally disabled by default.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines

Use the slot/port syntax to activate power on a particular port. When all ports in a slot are manually turned
off, use only the slot syntax in the command line. This activates power on all ports in the specified slot. As
noted above, inline power is not active until the lanpower start slot syntax is issued for the applicable
POE slot(s).

Examples

-> lanpower start 5/11

-> lanpower start 5

-> lanpower start 5/11-14
Release History

Release 6.1; command was introduced.
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Related Commands

lanpower stop Manually disconnects power on a single specified PoE port
or on all PoE ports in a specified slot.

show lanpower Displays current inline power status and related statistics for
all PoE ports in a specified slot.

MIB Objects

alaPethMainPseGroup
alaPethMainPseAdminStatus

pethPsePortTable
pethPsePortAdminEnable

page 4-4 OmniSwitch CLI Reference Guide  September 2009



Power over Ethernet (PoE) Commands

lanpower stop

Manually disables power on a single specified PoE port or on all PoE ports in a specified slot.

lanpower stop {slot/port[-port2] | slot}

Syntax Definitions

slot/port Disables inline power on the specified PoE port only.

port2 The last port number in a range of ports that you want to configure on
the same slot (e.g, 3/1-4 specifies ports 1-4 on slot 3).

slot Disables inline power on all PoE ports in the corresponding slot.

Defaults

Power over Ethernet operational status is globally disabled by default.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines
N/A

Examples

-> lanpower stop 5/22
-> lanpower stop 5
-> lanpower stop 5/22-27

Release History

Release 6.1; command was introduced.

Related Commands

lanpower start Activates inline power on a single specified PoE port or on
all PoE ports in a specified slot.

show lanpower Displays current inline power status and related statistics for
all PoE ports in a specified slot.

MIB Objects

alaPethMainPseGroup
alaPethMainPseAdminStatus

pethPsePortTable
pethPsePortAdminEnable
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lanpower power

Specifies the maximum amount of inline power, in milliwatts, available to a specific PoE port. The value
specified is used to supply inline power to devices such as IP telephones and wireless LAN devices.

lanpower {slot/port | slot} power milliwatts

Syntax Definitions

slot/port A PoE port on which the maximum amount of inline power is being
configured.
milliwatts The maximum amount of inline power, in milliwatts, being made avail-

able to the corresponding port. Refer to the OmniSwitch Hardware
Users Guide PoE specifications.

Defaults

parameter default Range
milliwatts (0S6400) 15400 3000-18000
milliwatts (OS6850 ) 15400 3000-18000
milliwatts (OS6855) 15400 3000-20000
milliwatts (OS9000) 15400 3000-18000

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines

e Using this command does not immediately allocate the power to the slot or port. Any unused power is
still available and remains a part of the overall PoE budget.

¢ To globally specify the amount of inline power available to all ports in a slot, refer to the lanpower
maxpower command on page 4-8.

e Be sure that the value specified complies with specific power requirements for all attached IP tele-
phones and wireless LAN devices.

¢ Note that the power value for the lanpower power command is specified in milliwatts (mW); the
related command, lanpower maxpower, is specified in watts (W).

Examples

-> lanpower 3/1 power 3025

Release History

Release 6.1; command was introduced.
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Related Commands
lanpower maxpower Specifies the maximum amount of inline power, in watts,
available to all POE ports in a specified slot.

show lanpower Displays current inline power status and related statistics for
all PoE ports in a specified slot.

MIB Objects

alaPethPsePortTable
alaPethPsePortPowerMaximum
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lanpower maxpower

Specifies the maximum amount of inline power, in watts, available to all PoE ports in a specified slot.

lanpower slot maxpower watts

Syntax Definitions

slot The slot containing PoE ports on which the maximum amount of inline
power allowed is being configured.

watts The maximum amount of inline power, in watts, available to all POE
ports in the corresponding slot. Refer to the OmniSwitch Hardware
Users Guide for additional PoE specifications.

Defaults

parameter default
watts (0S6850 with 360w power 240
supply)

watts (OS6850 with 510w power 390
supply)

watts (OS6855-14) 66
watts (0S6855-24) 80
watts (OS9000) 260

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines

e Before changing the maximum slot-wide power allowance, you must disable PoE for the slot via the
lanpower stop command. Once the new value is assigned, re-enable PoE for the slot via the lanpower
start command.

e To specify the maximum amount of inline power available to a single port, refer to the lanpower
power command on page 4-6.

¢ Note that the power value for the lanpower maxpower command is specified in watts (W); the related
command, lanpower power, is specified in milliwatts (mW).

Examples

-> lanpower 3 maxpower 200

Release History

Release 6.1; command was introduced.

page 4-8 OmniSwitch CLI Reference Guide  September 2009



Power over Ethernet (PoE) Commands

Related Commands
lanpower power Specifies the maximum amount of inline power, in milli-
watts, available to a specific POE port.

show lanpower Displays current inline power status and related statistics for
all PoE ports in a specified slot.

MIB Objects

alaPethMainPseGroup
alaPethMainPseMaxPower

OmniSwitch CLI Reference Guide  September 2009 page 4-9



Power over Ethernet (PoE) Commands

lanpower priority

Specifies an inline power priority level to a port. Levels include critical, high, and low.

lanpower slot/port priority {critical | high | low}

Syntax Definitions
slot/port The particular port on which a priority level is being configured.

critical Intended for ports that have mission-critical devices attached, and there-
fore require top (i.e., critical) priority. In the event of a power manage-
ment issue, inline power to critical ports is maintained as long as
possible.

high Intended for ports that have important, but not mission-critical, devices
attached. If other ports in the chassis have been configured as critical,
inline power to high-priority ports is given second priority.

low Intended for ports that have low-priority devices attached. In the event
of a power management issue, inline power to low-priority ports is inter-
rupted first (i.e., before critical- and high-priority ports).

Defaults
parameter default
low | high | critical low

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines
N/A

Examples

-> lanpower 2/16 priority low

Release History

Release 6.1; command was introduced.
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Related Commands

show lanpower Displays current inline power status and related statistics for
all PoE ports in a specified slot.

MIB Obijects

pethPsePortGroup
pethPsePortPowerPriority
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lanpower priority-disconnect

Enables or disables the priority disconnect function on all ports in a specified slot. Priority disconnect is
used by the system software in determining whether an incoming PD will be granted or denied power
when there are too few watts remaining in the POE power budget for an additional device. For detailed
information on this function, refer to the “Managing Power over Ethernet (PoE)” chapter in the
OmniSwitch Hardware Users Guide.

lanpower slot priority-disconnect {enable | disable}

Syntax Definitions

slot

enable

disable

Defaults

The particular slot on which the priority disconnect function is being
enabled or disabled.

Enables priority disconnect on a specified port. When this function is
enabled and a power budget deficit occurs in which there is inadequate
power for an incoming device, the system software uses priority discon-
nect rules to determine whether an incoming device will be granted or
denied power. For information on priority disconnect rules, refer to the
“Managing Power over Ethernet (PoOE)” chapter in the

OmniSwitch Hardware Users Guide.

Disables priority disconnect on a specified port. When priority discon-
nect is disabled and there is inadequate power in the budget for an addi-
tional device, power will be denied to any incoming PD, regardless of
its priority status.

parameter

default

enable | disable

enable

Platforms Supported

OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines
N/A

Examples

-> lanpower 2 priority-disconnect disable

Release History

Release 6.1; command was introduced.
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Related Commands

lanpower priority Specifies an inline power priority level to a port. Levels
include critical, high, and low.
show lanpower priority-disconnect Displays the priority disconnect function status on all ports in

a specified slot.

MIB Objects

alaPethMainPseTable
alaPethMainPsePriorityDisconnect
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lanpower slot-priority

Configures an inline power priority level for a slot. If the power supply of the power shelf goes down, the
order of a particular daughter module will be disabled based on priority, thus affecting the power budget
available to the whole chassis. Levels include critical, high, and low.

lanpower slot slot-priority {critical | high | low}

Syntax Definitions
slot The particular slot on which a priority level is being configured.

critical Intended for slots that have mission-critical devices attached and there-
fore require top (i.e., critical) priority. In the event of a power manage-
ment issue, inline power to critical ports is maintained as long as
possible.

high Intended for slots that have important, but not mission-critical devices
attached. If other ports in the chassis have been configured as critical,
inline power to high-priority ports is given second priority.

low Intended for slots that have low-priority devices attached. In the event of
a power management issue, inline power to low-priority ports is inter-
rupted first (i.e., before critical- and high-priority ports).

Defaults
parameter default
low | high | critical low

Platforms Supported
OmniSwitch 9000

Usage Guidelines

e Note that if all the POE NI modules are all configured with the same priority level, then priority is
determined based on the slot number of the module; the lower the slot number the higher the priority.
For example, if slots 1, 2, 7, and 8 are powered by two POE power supplies and one of the power
supplies goes down, power is cut to slots 7 and 8 because they have a lower priority than slots 1 and 2.

Examples

-> lanpower 1 slot-priority critical
-> lanpower 2 slot-priority high

-> lanpower 3 slot-priority low

Release History

Release 6.1.3; command was introduced.
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Related Commands

show lanpower slot-priority Displays the order in which a particular daughter module will
be disabled if a power shelf power supply goes down, thus
affecting the power budget available to the chassis.

MIB Obijects

alaPethMainPseTable
alaPethMainPsePriority
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lanpower redundant-power

Enables or disables power supply redundancy for Power over Ethernet on the switch.

lanpower redundant-power {enable | disable}

Syntax Definitions

enable Enables redundant power on the switch.
disable Disables redundant power on the switch.
Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 9000

Usage Guidelines

e |n order to comply with 911 emergency requirements, POE power redundancy status must be enabled at
all times. For additional requirements, refer to the “Managing Power over Ethernet (PoE)” chapter in
the OmniSwitch Hardware Users Guide.

Examples

-> lanpower redundant-power enable

Release History

Release 6.1.3; command was introduced.

Related Commands
N/A

MIB Obijects

alaPethMainTable
alaPethMainPowerRedundancy
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lanpower capacitor-detection

Enables or disables the capacitor detection method.

lanpower slot capacitor-detection {enable | disable}

Syntax Definitions

slot The particular slot on which the capacitor detection method is being
enabled or disabled.

enable Enables the capacitor detection method.

disable Disables the capacitor detection method.

Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines

The capacitor detection method should only be enabled if there are legacy IP phones attached to the corre-
sponding slot—this feature is not compatible with IEEE specification 802.3af. Please contact your Alca-
tel-Lucent sales engineer or Customer Support representative to find out which Alcatel-Lucent IP phones
models need capacitive detection enabled.

Examples

-> lanpower 3 capacitor-detection enable

Release History

Release 6.1; command was introduced.

Related Commands

show lanpower capacitor-detection Displays capacitor detection method status.

MIB Objects

alaPethMainTable
alaPethMainPseCapacitorDetect

OmniSwitch CLI Reference Guide  September 2009 page 4-17



Power over Ethernet (PoE) Commands

show lanpower

Displays current inline power status and related statistics for all PoE ports in a specified slot.

show lanpower slot

Syntax Definitions

slot The slot for which current inline power status and related statistics are to
be displayed.

Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines
N/A

Examples

-> show lanpower 1

Port Maximum(mW) Actual Used(mW) Status Priority On/Off
e o o o o
1 18000 0 Undefined Low OFF
2 18000 0 Undefined Low OFF
3 18000 0 Undefined Low OFF
4 18000 0 Undefined Low OFF
5 18000 0 Undefined Low OFF
6 18000 0 Undefined Low OFF
7 18000 0 Undefined Low OFF
8 18000 0 Undefined Low OFF
9 18000 0 Undefined Low OFF
10 18000 0 Undefined Low OFF
11 18000 0 Undefined Low OFF
12 18000 0 Undefined Low OFF
13 18000 0 Undefined Low OFF
14 18000 0 Undefined Low OFF
15 18000 0 Undefined Low OFF
16 18000 0 Undefined Low OFF
17 18000 0 Undefined Low OFF
18 18000 0 Undefined Low OFF
19 18000 0 Undefined Low OFF
20 18000 0 Undefined Low OFF
21 18000 0 Undefined Low OFF
22 18000 0 Undefined Low OFF
23 18000 0 Undefined Low OFF
24 18000 0 Undefined Low OFF

(Output continued on next page)
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25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48

Slot 1 Max Watts 380

18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000

Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined

[eNeoNeoNoNoNoNeoNoNolNoNoNoNoNoNoNoNolNoNoNoNoNoNoNo]

380 Watts Total Power Budget Remaining
380 Watts Total Power Budget Available
1 Power Supplies Available

output definitions

Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low

OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF

Port

Maximum (mw)

Actual Used (mW)

Status

A PoE port for which current status and related statistics are being

displayed.

The current maximum amount of power available to the corresponding
PoE port, in milliwatts. The default value is 15400. To change this set-
ting, use the lanpower power command.

The actual amount of power being used by an attached device (if appli-
cable), in milliwatts. If no device is attached to the corresponding port,
this row displays a value of 0.

Displays the current operational status. Options include Powered On,

Powered Off, and Undefined.
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output definitions (continued)

Priority

On/Off

Max Watts

Total Power Budget
Remaining

Total Power Budget Available

Power Shelf Power Supplies
Available

The current priority level for the corresponding PoE port. Options
include Critical, High, and Low. Critical should be reserved for ports
that have mission-critical devices attached, and therefore require top
(i.e., critical) priority. In the event of a power management issue, inline
power to critical ports is maintained as long as possible. High indicates
ports that have important, but not mission-critical, devices attached. If
other ports in the chassis have been configured as critical, inline power
to high-priority ports is given second priority. Low priority is for ports
that have low-priority devices attached. In the event of a power man-
agement issue, inline power to low-priority ports is interrupted first
(i.e., before critical and high-priority ports).

The default value is Low. Priority levels can be changed using the
lanpower priority command.

Displays whether a port has been manually turned on or off by the user.
ON indicates that the port has been turned on by the user via the
lanpower start command. OFF indicates that the port has been turned
off by the user via the lanpower stop command.

The maximum watts available to the corresponding slot. The maximum
watts value for a slot can be changed using the lanpower maxpower
command.

The amount of power budget remaining for POE modules. If the total
power budget remaining is exceeded, a power error will occur and the
switch’s chassis management software will begin shutting down power
to PoE ports according to their priority levels.

The total amount of power remaining, based upon the number of power
supplies installed and operating in the power shelf.

The number of power supplies currently installed and operating in the
switch’s power shelf. The power shelf is also referred to as Power
Source Equipment (PSE).

Release History

Release 6.1; command was introduced.

Related Commands
N/A
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MIB Obijects

alaPethMainPseGroup
alaPethMainPseAdminStatus
pethPsePortTable
pethPsePortAdminEnable
alaPethPsePortTable
alaPethPsePortPowerMaximum
alaPethMainPseGroup

alaPethMainPseMaxPower
pethMainPsePower

pethPsePortGroup
pethPsePortPowerPriority
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show lanpower capacitor-detection

Displays the capacitor detection method status.

show lanpower capacitor-detection slot

Syntax Definitions

slot The particular slot on which the capacitor detection method status is
being displayed.

Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines
N/A

Examples

-> show lanpower capacitor-detection 2
Capacitor Detection enabled on Slot 2

Release History

Release 6.1; command was introduced.

Related Commands

lanpower capacitor-detection Enables or disables the capacitor detection method.

MIB Objects

alaPethMainTable
alaPethMainPseCapacitorDetect
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show lanpower priority-disconnect

Displays the priority disconnect function status on all ports in a specified slot.

show lanpower priority-disconnect slot

Syntax Definitions

slot The particular slot on which the priority disconnect function status you
want to display.

Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines
N/A

Examples

-> show lanpower priority-disconnect 2
Slot 2 Priority Disconnect Enabled!

Release History

Release 6.1; command was introduced.

Related Commands
lanpower priority-disconnect Enables or disables the priority disconnect function on all
ports in a specified slot.

MIB Objects

alaPethMainPseTable
alaPethMainPsePriorityDisconnect
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show lanpower slot-priority

Displays the inline power prioirty level for the specified slot number.

show lanpower slot-priority slot

Syntax Definitions

slot The slot number for which to display the priority level.

Defaults
N/A

Platforms Supported
OmniSwitch 9000

Usage Guidelines

This command is not supported on the stackable PoE switches.

Examples

-> show lanpower slot-priority 1
slot 1 priority Low!

Release History

Release 6.1.3; command was introduced.

Related Commands

lanpower slot-priority Configures an inline power priority level for a slot

MIB Objects

alaPethMainPseTable
alaPethMainPsePriority
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5 Network Time Protocol
Commands

The Network Time Protocol (NTP) is used to synchronize the time of a computer client or server to
another server or reference time source, such as a radio or satellite receiver. It provides client time accura-
cies within a millisecond on LANSs, and up to a few tens of millisecond on WANSs. Typical NTP configura-
tions utilize multiple redundant servers and diverse network paths in order to achieve high accuracy and
reliability.

It is important for networks to maintain accurate time synchronization between network nodes. The stan-
dard timescale used by most nations of the world is based on a combination of Universal Coordinated
Time (UTC) (representing the Earth’s rotation about its axis) and the Gregorian Calendar (representing the
Earth’s rotation about the Sun). UTC time is disseminated by various means, including radio and satellite
navigation systems, telephone modems, and portable clocks.

The MIB information for NTP is as follows:

Filename: AlcatelIND1Ntp.mib
Module: alcateINDINTPMIB

A summary of available commands is listed here:

ntp server

ntp server synchronized
ntp server unsynchronized
ntp client

ntp src-ip preferred

ntp broadcast-client

ntp broadcast-delay

ntp key

ntp key load

ntp authenticate

ntp master

ntp interface

ntp max-associations

ntp broadcast

ntp peer

show ntp status

show ntp client

show ntp client server-list
show ntp server client-list
show ntp server status
show ntp keys

show ntp peers

show ntp server disabled-interfaces
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ntp server

Specifies an NTP server from which the switch will receive updates.
ntp server {ip_address} [key keyid] [minpoll poll] [version version] [prefer]

no ntp server {ip_address}

Syntax Definitions

ip_address The IP address of the NTP server to be added or deleted to the client’s
server list.
key id The key identification number that corresponds to the specified NTP

server. The value ranges from 1 to 65534.

poll It specifies the minimum polling interval for NTP message. This number
is determined by raising 2 to the power of the number entered. There-
fore, if 4 were entered, the minimum poll time would be 16 seconds (2*
= 16).The maximum poll interval is fixed at 10 (1,024 s). The minimum
poll interval defaults to 6 (64 s), but can be decreased by the minpoll
option to a lower limit of 4 (16 s), or increase to the maximum limit of

10.
version The version of NTP being used. This will be 1, 2, 3, or 4.
prefer Marks this server as the preferred server. A preferred server’s times-

tamp will be used before another server.

Defaults

Parameter Default
version 4

exponent 6

prefer not preferred

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines
e Use the no form of this command to clear an NTP server from the list of configured servers.

e To configure NTP in the client mode you must first define the NTP servers. Up to 3 NTP servers may
be defined.

e Either an IP address or domain name for the specified server can be entered.

e The NTP key identification is an integer. It corresponds to an MD5 authentication key contained in an
authentication file (.txt) located on the server. This file must be on both the server and the local switch,
and match, for authentication to work. Enter the key identification using the key keyword if the server
is set to MD5 authentication.

page 5-2 OmniSwitch CLI Reference Guide  September 2009



Network Time Protocol Commands

e An authentication key is composed of a 32-bit integer and 32-byte string of characters. The integer
format is hexadecimal. For an NTP message to be authenticated the NTP client authentication key
must match the key configured at the NTP server. This means the authentication keys must be distrib-
uted in advance of configuring the NTP client. If authentication is disabled but authentication key is
present, the association will still be unauthenticated.

e Use the version keyword to set the correct version of NTP.

e Use the minpoll keyword to set the minimum poll time for the server. This number is determined by
raising 2 to the power of the number entered. Therefore, if 4 were entered, the minimum poll time
would be 16 seconds (2* = 16). The client will poll the server for a time update when the minpoll time
is exceeded.

Examples

-> ntp server 1.1.1.1

-> ntp server spartacus

-> ntp server 1.1.1.1 key 1

-> ntp server 1.1.1.1 version 4
-> ntp server spartacus minpoll 5
-> no ntp server 1.1.1.1

Release History

Release 6.1; command was introduced.

Related Commands

ntp client Enables or disables NTP operation on the switch.

MIB Objects

alaNtpConfig

alaNtpPeerAddressType
alaNtpPeerType
alaNtpPeerAuth
alaNtpPeerMinpoll
alaNtpPeerVersion
alaNtpPeerPrefer
alaNtpPeerAddress
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ntp server synchronized

Enables an NTP client to invoke tests for NTP server synchronization as specified by the NTP protocol.

ntp server synchronized

Syntax Definitions
N/A

Defaults
By default, NTP synchronization is enabled.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e The NTP protocol discards the NTP servers that are unsynchronized. However, the unsynchronized
NTP servers are used as network time sources.

Examples

-> ntp server synchronized

Release History

Release 6.1.5; command was introduced.

Related Commands

ntp server unsynchronized Disables an NTP client from invoking tests for NTP server synchroniza-
tion. This allows the NTP client to synchronize with unsynchronized
NTP servers in the network.

MIB Obijects

alaNtpConfig
alaNtpPeerTests
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ntp server unsynchronized

Disables an NTP client from invoking tests for NTP server synchronization. This allows the NTP client to
synchronize with unsynchronized NTP servers in the network.

ntp server unsynchronized

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

When NTP peer synchronization tests are disabled, the NTP client is able to synchronize with either an
NTP peer that is not synchronized with an atomic clock or a network of NTP servers that will finally
synchronize with an atomic clock.

Examples

-> ntp server unsynchronized

Release History

Release 6.1.5; command was introduced.

Related Commands
ntp server synchronized Enables an NTP client to invoke tests for NTP server synchronization as
specified by the NTP protocol.

MIB Obijects

alaNtpConfig
alaNtpPeerTests
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ntp client

Enables or disables NTP time synchronization discipline.

ntp client {enable | disable}

Syntax Definitions

enable Enables NTP.
disable Disables NTP.
Defaults

NTP protocol is disabled by default.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e Use this command to enable or disable NTP. Before NTP can be enabled, an NTP server must be speci-
fied using the ntp server command. Up to 3 NTP servers may be defined.

e Itis not necessary to specify an NTP server if the NTP client will only receive time updates from NTP
broadcast servers.

Examples

-> ntp client enable
-> ntp client disable

Release History

Release 6.1; command was introduced.

Related Commands

ntp server Specifies an NTP server from which the switch will receive updates.

MIB Objects
alaNtpEnable
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ntp src-ip preferred

Configures the source IP address field of the NTP source
ntp src-ip preferred {default | no-loopbackO | ip_address}

no ntp src-ip preferred

Syntax Definitions

default The Loopback0 address, if configured, will be used for the source IP
address field. If no loopbackO is configured, the vlan configured IP
interface on the switch will be used.

no-loopbackO0 The Loopback0 address should not be used for the source IP address
field and the first available IP address on the switch should be used for
this field.It takes the vlan configured IP even if the loopbackO is config-
ured on the switch.

ip_address The IP address to be used in the source IP field.

Defaults

By default, the NTP source ip preferred setting is set to the default parameter.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e When configuring a specific IP address, that address must already exist on the switch.

e Use the no form of this command to clear a specific IP address and change the behavior back to
default.

Examples

-> ntp src-ip preferred 192.168.10.1
-> ntp src-ip preferred no-loopbackO
-> ntp src-ip preferred default

Release History

Release 6.3.4; command was introduced.
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Related Commands

ntp server Specifies an NTP server from which the switch will receive updates.

MIB Obijects

alaNtpSrclp
alaNtpSrclpConfig
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ntp broadcast-client

Enables or disables the NTP client to receive time updates from NTP broadcast servers.

ntp broadcast {enable | disable}

Syntax Definitions

enable Enables the client broadcast mode.
disable Disables the client broadcast mode.
Defaults

Broadcast mode is disabled by default.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e Broadcast mode is intended for operation on networks with numerous workstations and where the
highest accuracy is not required. In a typical scenario, one or more time servers on the network broad-
cast NTP messages that are received by NTP hosts. Correct time is determined from this NTP message
based on a pre-configured latency or broadcast delay in the order of a few milliseconds.

¢ In order to configure NTP in broadcast client mode, it is required to define the network server to client
broadcast delay.

Examples

-> ntp broadcast-client enable
-> ntp broadcast-client disable

Release History

Release 6.1; command was introduced.

Related Commands

ntp broadcast-delay Sets the broadcast delay time in microseconds.

MIB Objects

alaNtpBroadcastEnable
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ntp broadcast-delay

Sets the broadcast delay time in microseconds of received NTP broadcast messages.

ntp broadcast-delay microseconds

Syntax Definitions

microseconds The number of microseconds for the broadcast delay.
Defaults

parameter default

microseconds 4000

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

When running in the NTP client broadcast mode, a broadcast delay must be set. The broadcast delay is the
number of microseconds added to the timestamp received from a broadcast NTP server.

Examples

-> ntp broadcast-delay 1000
-> ntp broadcast-delay 10000

Release History

Release 6.1; command was introduced.

Related Commands

ntp broadcast-client Enables or disables the client’s broadcast mode.

MIB Objects
alaNtpBroadcastDelay
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ntp key

Labels the specified authentication key identification as trusted or untrusted.

ntp key key [trusted | untrusted]

Syntax Definitions

key The key number matching an NTP server.

trusted Signifies that the specified key is trusted and can be used for authentica-
tion.

untrusted Signifies that the specified key is not trusted and cannot be used for
authentication. Synchronization will not occur with an untrusted authen-
tication key.

Defaults

By default, all authentication key are untrusted.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e Authentication keys are stored in a key file and loaded into memory when the switch boots. The keys
loaded into memory are not trusted until this command is used.The location of the file containing set of
generated authentication keys is /flash/network/ntp.keys.

e Once the keys are loaded into software (on boot up of the switch), they must be activated by being
labeled as trusted. A trusted key will authenticate with a server that requires authentication as long as
the key matches the server key.

¢ New keys must be added manually to the key file. A newly added key will not be loaded into the
switch software until the ntp key load command is issued, or the switch is rebooted.

e An authentication key is composed of a 32-bit integer and 32-byte string of characters. The integer
format is hexadecimal. For an NTP message to be authenticated the NTP client authentication key
must match the key configured at the NTP server. This means the authentication keys must be distrib-
uted in advance of configuring the NTP client. If authentication is disabled but authentication key is
present, the association will still be unauthenticated.

e By default all keys read from the ntp.conf key file are untrusted therefore keys m